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I'nocapiit

Busnauenus

FOpunnyna ocoba-pe3uieHT mpuBaTHOTO ab0 MyOIIYHOTO
npaBa, ska Mae ykiuaaeHwid 3 HarioHanpHUM OaHKOM
VYkpainu (gani — HarfionanbsHauii 6aHK) AOTOBIp MpUETHAHHS
10 Cucremu BankID HBY (nami — Jlorosip nmpreaHanss), Ta
Harmonansauii OaHK.

AOOHEHT-
HaJaBa4 MOCIyT

Ao6onent Cuctemu BanklD HBY, sikuii 3 1i BUKOprUCTaHHIM
OoTpUMYy€ Bin abOHEHTa-iAeHTH]IKaTopa JaHl KOpUCTyBayda
Cucremun BanklD HBY (mami — kopucTyBad) 3 METOIO
HAaJIaHHSI TOMY ITOCIIYT.

AOOHEHT-
HaJaBay MoCIyTr
31 cOeiaJIbHUM

KOpunnyna ocoba 3 Aep:kaBHOIO (HOPMOIO BIACHOCTI, SIKA €
AGoHeHTOM Ta s 3a0e3MedYeHHsT BHUKOHAHHS CBOIX
byHKIIH, nependadeHuX  3aKOHOJABCTBOM  YKpaiHH,
orpuMye Bif AOGoHEHTa-1eHTU(hIKATOpa 3 BUKOPUCTAHHIM
Cuctemu BanklD HBY nani xopuctyBaua Ta mepenae ix

CTaTyCcoM KOHTpareHty AOOHEHTa-HajJaBaya MOCIYT 31 CHelialbHUM
cTaTycoM Juis Oe3MOCEepeAHhOr0 HaJlaHHS HHUM IOCIYTH
IIbOMY KOPHCTYBady.
bank VYkpainn (mami — baek), skuii € AOOHEHTOM Ta
AOOHEHT- O6esnocepenHb0  BUKOHYe  (GyHKIID  igeHTHdiKaIii,
inenTudikatop | 6aratodakTopHOi aBTeHTHdIKAIT Ta Bepudikailli KIIEHTIB
(baHky), siKi € KOPUCTYBa4YaMH.
AOGOHEHTChKUI
By301 Cucremu | Komrmuiekc mporpaMHO-TEXHIYHUX 3aC001B, YCTAHOBJICHUH Y
BankID HBY | AGoneHnTa Ta mnpu3HayeHUM i 3a0e3MedeHHS OOMIHY
(mami — iHpopMmartiero Mk AGoHeHTamu uepe3 Cuctemy BankID
abonentcokuit | HBY.
BY30J1)
[Tpouec HaaHHS KOpPUCTYBauy MpaB Ha BUKOHAHHS MEBHUX
ABTOpH3aIis T a00 MOCTYITy 0 PECYPCiB, a TAKOXK MPOIIEC MEePEBIPKU
(MiATBEpAKEHHS) MpaB Mij Yac COpoOr BUKOHAHHS IIUX Aii.
Lle enekTpoHHa mpoueAypa, U0 Ja€ 3MOTY BCTAHOBUTH Ta
OIATBEPAUTH  0COO0y  KOpUCTyBaya,  3JiMCHEHa 13
bararodakTopHa | BUKOpUCTaHHSAM HE MEHIIE JBOX (aKTOPiB aBTEHTHU(IKAIIIT,
aBTEHTU(IKaIlIS | KOXKEH 13 SIKUX Ma€ HAJIekKaTH JI0 PI3HUX KaTeropiit (hakTopis
aBTeHTU(IKalli, a caMe — 3HaHHA, BOJOJIHHA,
PUTAMAHHICTb.
TexcToBuii (haiis, B AKOMY pEECTPYIOTHCS MOALT (3aUTH) Ta
BIIOMOCTI (y BUIJISAAI JaTH, 4Yacy, MITKH MOJIi Ta OMUCY
Kypnan ayautry | moaii) mpo (akT MPOXOKEHHS E€JIEKTPOHHOTO 3alUTy Ha

€JIEKTPOHHY AMCTAHLINHY 11eHTU(IKalio Bi AOGOHEHTa —
HajaBaua  mociayr/AOOHEHTa-HajgaBaya  MOCHYr 31
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CHeliaJibHUM cTaTycoMm uepe3 lLleHTpanbHuii By301 10
AbGoHeHTa—imeHTUIKaTOpa Ta Mpo (AKT MPOXOHKEHHS
€JIEKTPOHHOTO MiATBEP/KEHHS €IEKTPOHHOI JUCTAHITIHHOT

[aTepHeT-6aHKIHT
(B T.4. MOOLITbHHUIA

imenTudikamii  Big  AOoHEHTa-imeHTH(iKaTopa depes
LleHTpanpbHUT  BY30] mo AOoHeHTa — HajgaBada
nociayr/AOOHEHTa-HalaBaya TOCAYr 31  CIeliaJlbHUM
CTaTyCOM.

TexnHoJor1s JTUCTAHIIIIHOTO 0OaHKIBCHKOTO

o0CnyroByBaHHs, sKa HaJa€ AOCTyI JO pPaxXyHKIB Ta
MOXJIMBOCTI 3/IIMICHEHHS OaHKIBCHKUX OIEpalliii, TO0CTyIHa

9 OaHKIHT) KOpHUCTYyBauy 3a jgonomMorow Opaysepa (Chrome, Mozilla,
(mam — Ib) Safari, Opera, Edge) Ta/ab0 miati>kHOTro 3aCTOCYHKY OaHKY
3 OyIb-SIKOTO IPHUCTPOIO, IKUI Ma€ BUX1J B [HTEpHET.
EnextponHa [Ipouiec BimmaneHOro posmi3HaBaHHS (PI3UYHOT 0COOU
JAHMCTaHIIHHA | AOOHCHTOM-HaJaBaueM TMOCIYr/KOHTPareHTOM a0OHEHTa-
10 iI[eHTI/I(b.iKaHiH Hajasaya  MOCTyr .3i cneuiaangM _CTaTycom 13
(mam — HiATBEP/PKEHHAM YCHIIIHOI aBTEHTU(QIKalli KOpUCTyBayda
imeHTudikaiis) | AGOHEHTOM-1IeHTU(PIKATOPOM.
Enextponnuii | EnekTpoHHuil  3BIT, dopmyeTbcss  AOOHEHTaMU Ta
11 3BIT )KypHaity | LleHTpanbHUM By370M Yy  BJacHUX 1H(QOpMaLiIiHHUX
ayIuTy CHUCTEMaXx.
CeprudikaT BIIKpUTOTO KJIt04a sl UG pyBaHHs, BUIAHAN
Comfme? KBaTi(hiKOBAaHUM HazaBaieM I[OBip‘{j/I)? MOCJIYT, TIEPENTIK
. AKMX  JOCTynmHuUM  Ha  BeOcaiti  LleHTpanpHOro
12 ceprupixar 3acBlIUyHOUOro  oprany  MiHictepctBa  LU(ppPOBOI
muppyBaHHS N :
tpanchopmarii  Ykpainum  https://www.czo.gov.ua/ca-
registry.
Bignosinno 1o 3akony VYkpainu «lIpo enekTpoHHY
KpaniikoBanuit | ineHTUdIKaIll0 Ta €JIEKTPOHHI JIOBIpYl TMOCIYTH» —
€JIEKTPOHHU N YIOCKOHAJIEHUH €JIEKTPOHHUM MIANKC, IO CTBOPIOETHCS 3
13 | mianuc (mani- | BUKOPUCTAHHAM 3ac00y KBalli(piKOBAHOTO €IEKTPOHHOTO
KEII) niagnucy 1 0a3yeTbCsi Ha KBali(IKOBAHOMY cepTHdIKaTI
€JIEKTPOHHOTO M1IHCY.
BigmoBimno no0 3akony VYkpainu «lIpo enekTpoHHY
ol se 1IeHTUGIKAIII0 Ta EJNEKTPOHHI JOBIpYl MOCITYTH» —
yIIOCKOHAJIEHA €JEeKTPOHHAa IIeYaTKa, 10 CTBOPIOETHCS 3
14 CJICKTPOTHA BUKOPUCTAaHHSAM 3aco0y KBamiiKOBaHOI €JIEKTPOHHOI
fetaTia neyaTku 1 0a3yeTbcs Ha KBali(piKOBAaHOMY cepTHdIKaTi
€JIEKTPOHHOI IEYaTKH.
TexcroBa mnoO3HauKa eTamy e€JIEKTPOHHOIO 3aluTy Ha
€JIEKTPOHHY JUCTAHIINHY 11eHTU(IKAII0, BU3HAYEHA Y
15 Mirtka momii Jomatky 3 3 igeHTudikaropamu cecii, Ipu3HAYCHA IS

KOpeJsIlil 3amuciB y JKypHaJIaxX ayauTy aOOHEHTCHKUX
By37iB AOOHEHTIB Ta [[eHTpanbpHOTO By31Ia.



https://www.czo.gov.ua/ca-registry
https://www.czo.gov.ua/ca-registry
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BimomicTe/iHpopmariss mpo  Aif0, IO  IHIMIIOETHCA
KOpHCTyBaueM/a00HEHTCHKUM By3noM/LlenTpansHum
BY3JIOM Ha KOXXHOMY 13 eTamiB iJeHTUudIKaIii BIJI

16 [Monis CNICKTPOHHOTO  3aMUTY HA  CNCKTPOHHY JTUCTAHIIHY
11eHTU(IKAIII0 10 OTPUMAaHHS Ta po3KGpyBaHHS JaHUX,
bikcyerbcsi AOoHeHTamMu Ta lleHTpadbHUM BY3JI0OM B
KypHajax aygauTy.
Beo6caiiT (BeOmoprtair), MOOUTPHUN 3aCTOCYHOK (J10JaTOK),
17 [lopran mocnyr | MIATDKHUKA — 3aCTOCYHOK, Ha  SKOMY  KOPHCTyBaueM
HILIIOETHCS €JICKTPOHHUM 3alUT Ha 1IeHTU]IKAIIIIO.
[lenTpanbumit
By30.1 Cucremu
BankID HBY KomMrieke nmporpaMHO-TEXHIYHUX 3ac001B, 110 3a0e3meuye
18 (mami — B3a€MO/I110 A00OHEHTCHKHUX BY3JIIB.
enTpanbuuit
BY30.1)
HamionanpHa  cucTeMa  €IEKTPOHHOI  JHUCTAHINIHHOT
inentudikamii  HamionaneHoro ©OaHKy, fka 3a0e3nedye
Cucrema 3n1CHeHHs 1AeHThdiKamii Ta Bepudikamii (pi3uyHuX ocio
19 BanklD HBY | mmsixom mepenaBaHHsS JaHUX KOPHCTyBadiB AOOHEHTOM-
ineHTudikatopoMm AOOHEHTY-HanaBauy mociyr/AOOHEHTY-
HaJaBayy MOCIYT 31 CIEHIAIbHUM CTATyCOM.
Biakputuii mpoTOKOJ aBTOpHU3allii, SKUH J1a€ 3MOTY TpPETid
OAuth 2.0 CTOpOH'i OTpUMAaTU OOMEKEHUMN JIOCTYN /10 3aXUIICHAX
20 pecypciB KopucTyBaya 0e3 HEOOXITHOCTI TepenaBaTH i

(TpeTiii CTOPOHI) JIOTIH Ta MaPOJib.
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1. 3araabHa yacTuHa

1.1. Ipu3HaYeHHS JOKYMEHTA

Omnuc ¢pyHKIIOHATFHUX BUMOT Ta MPOIIECY B3aEMO/IiT a0OHEHTCHKUX BY3IIB, a
came AOOHeHTa-HajaBaya Mociayr/AOOHEHTa-HaJaBaya TOCTYT 31 CIeliadbHUM
crarycoMm Ta AGoHeHTa-11eHTHdikaropa 13 LleHTparbHuM By3/I0M.

1.2. Ilizti cTBOpEeHHs CUCTEMH

Jliist 3a6e3neueHHs HaJiiHOT Ta 3pYYHOI 1ICHTH(IKAIT KOPUCTYBaU1B ILISIXOM
OOMIHY €JEKTPOHHMMH 3aluTaMd Ha 1JeHTUQIKAII0 Ta eJIECKTPOHHUMHU
MIITBEPPKSHHAMU 171eHTU]IKAITi1, III0 MICTITh 3au@poBaHi JaH1 KOPUCTyBaya, MixK
a0OHEHTCHKUMHU By3jamu 4vepe3 lLleHTpanbHUN By301, SKUH BUKOHYE (PYHKIIIIO
MapHipyTH3aTopa.

1.3. Konnenuisi pyHKIioHyBaHHS CUCTEMH

OynkiionyBanHsa Cuctemu BankID HBY — 1ie B3aeMoisi TphOX CKJIaI0BUX
YaCTHH:

1. AGoHeHTChKUI By30J1 AOOHEHTa-HajaBaua mociayr/AOOHEHTa-HajaaBaya
MOCJIYT 31 CHEliaIbHUM CTaTyCoM;

2. llenTpanbHUii By30T;

3. AOoHeHTChKHH By30s1 AOOHEHTa-11eHTH]IKaTOpa.

1. AOGoHeHTCHKHMiIi BY30J AOGOHeHTa-HaJaBaya MOCJyr/AGoOHeHTa-
HAa/laBaya MNoCJayr 3i cnemiaJibHUM CTATYyCOM — 1€ KOMIUIEKC MPOTPaMHO-
TEXHIYHUX 3ac00iB, Ha SKOMY PO3MIIIEHI MPOrpamMHi MPOIEAYPU EICKTPOHHOTO
3anuTy/miepeaadi nanux a0 LlentpanbHoro By3na Ha 6a3i npotokony OAuth 2.0.

EnexTponnumii 3anut Ha 1IEHTU(IKAIIIO 1HIIIIOETHCS KOPUCTYBAauYeM Ha OPTATI
noctyr AGOHEHTa-Ha1aBaya Mmociayr ado KOHTpareHTa AGOHEHTa-Ha1aBayda MmociyT 31
CHeliajJbHUM CTaTycoM (Zajii — MopTajl MOCIYT), Ha SIKOMY pO3MileHHI (HopMH
HAJaHHA TIOCTYT y eleKTpoHHoMYy Burisiai. [lim ac aBTopm3aiiii abo 3aMOBJICHHS
MOCITYTH Ha MOPTaji MOCIYr KOPHCTYBady MOCTYITHA MOKJIMBICTH aBTOpHU3ailii abo
igeHTrdikaiii 3 BukopuctanuaMm Cucremu BankID HBY y Burnsiai kHomnku Ha sIKii
300paxeHo oauH 13 JorotuniB Cucremu BankID HBY Ta sxa moxe matu migmuc
“Cucrtema BankID HBY”.

IIpuknan:

bank

“Cucrema BankID HBY”



3a00pOoHSIETHCS OyIb-IKUM YHMHOM 3MIHIOBATH CaMi JIOTOTUITH Ta KOJIHOPOBI
ramu norotumiB (https://bank.gov.ua/admin_uploads/article/Logo_BanklD.zip).

[Ticns HaTuckanHs kHoONKH 3 Jorotuniom Cucrtemu BankID HBY kopucrtysad 3
nopTany Mociyr Oyae mepeaapecoBaHMi Ha aOOHEHTCHKUN By301 AOOHEHTa-
imeHTudikaTopa OJJHUM 13 CLIOCOOIB:

- yepe3 BeOcTopinky Llenrpansroro Bysaa (https://id.bank.gov.ua/?sidBi), Ha
K1/ KOPUCTYBa4 MOBUHEH 00paTth baHK, KJI1€EHTOM SKOTO BiH €;

- yepe3 MmpsiMe MOCUJIaHHS 0 KOHKpeTHoro banky, sikmio nepenik bankis
BiJI0OpaXkaeThcsl HA opTaii nocnyr. [lpuknag naBegeno y m. 2.1.1.

[Ipy BUKOpPHCTAHHI HA CBOEMY TOPTAJIl TOCIYT CIOCOOY MPSIMOTO IMOCHUJIAHHS
HEOOX1THO Bi0Opa3uTH mepenik baHkiB y Ti MOCHIIOBHOCTI, SIK 3a3HA4Y€HO B
NEPENTKy AOGOHEHTIB-11€HTU(IKATOPIB 3a ITOCUJIAHHAM
(https://id.bank.gov.ua/api/banks, xmrou "order") Ta 3a0e3mMECYUTH MOKIUBICTH
KOpUCTyBauy BUIbHOTO BHOOpY banky. IlocminoBHicTh baHKIB BH3HAayaeThCcsl Ha
MIJICTaBl JaHUX CTAaTUCTUYHOI 3BITHOCTI, sika HasiBHa B HarlioHansHOMY OaHKy, Ipo
3arajbHy KUIBKICTh KIIE€HTIB-(I3UYHHUX OCIO, II0 MalTh PAaXyHKH B OaHKy BIJ
O1IBIIIOTO 3HAYEHHS 10 MEHIIIOTO.

Jlorotunu Ta/abo Ha3BM BciX baHKIB Ha mOpTaii MOCIYT TMOBHUHHI OyTH
PO3MillleHI B €IMHOMY CTHJI1, a came 3 MPOMOPLIMHUMH PO3MipaMu Ta OJHAKOBUMU
mpudTtamu I 3a0€3MEYeHHS  PIBHOIIHHOTO — BI3YaJdbHOTO 1X  CHPUAHSTTS
KopucTyBaueMm. Ha mopramni mociyr KOpUCTyBau MOBHHEH OyTH O3HAMOMIICHUH 3
MOBHUM TIEPEIIIKOM JaHUX, SIKI OyyTh 3alIUTYBATHCS MPO HHOTO 1 HAJIaTH 3r0/ly Ha
00OpoOKy MOro JaHMX MUISXOM TMPOCTABJICHHS BIAMOBIIHOI MO3HAYKH B SIBHOMY
BUTJISA/II BIATIOBITHO 10 3akoHy Ykpainu “IIpo 3axucT nmepcoHaabHUX JaHUX .

O3zHailoMJIeHHsT HEOOXIHO peani3yBaTh Nepe] BUKOHAHHSIM €JEKTPOHHOIO
3aMUTY Ha 1A€HTU(IKALII0 OAHUM 13 CIOCOOIB:

- PO3MICTHTH TIEPETiK JaHMX, SKi 3aMUTyBaTUMYyThcs uepe3 Cucremy BanklD
HBY;

- PO3MICTUTH MOCUIaHHS (TINEPHOCUIaHH) Ha JOKYMEHT, SIKMi PO3MIilCHUI
Ha MOPTaJi MOCIYT Ta B IKOMY BKa3aHO MEPENIK JaHUX, SIKI 3aUTYBATUMYThCS Yepe3
Cuctemy BanklD HBY st o3HailOMJIEHHST KOPUCTYBAYEM.

Takox, KOpuCTyBa4 10 MOMEHTY OTpPUMAaHHS TIOCIYyTd TIOBUHEH OyTH
O3HAHOMJICHHI 3 PO3MIPOM IUIATH 32 TIEpelaBaHHs Ta/abo OTpUMaHHS HOTO TaHHUX Ta
HaJIaTH CBOIO 3TOJY, SIKIO TAKy IJIATy BCTAHOBJICHO ISl OTJIATH KOPUCTYBAYEM.

2. llenTpanbHuii By30J1 — 11€ KOMILJIEKC MTPOTPaMHO-TEXHIYHUX 3aC00iB, Ha
SAKOMY po3MillieHa BeOCTOpiHKa 3 TiepenikoM baHkiB (AOGOHEHTIB-1eHTU(DIKATOPIB)
JUIS TIOJIaJBIIOTO BUOOPY KOPUCTYBadeM Ta NpOrpaMHI MPOLEAypd OOMIHY
iH(opMaltiero Mi>k a0OHEHTCHbKUMHU By3iamMu AOOHEHTIB Ha 0a3i mpotokoiny OAuth
2.0.

[Ticns BuOopy baHkKy KopuCTyBau TiepeapecoByeTbcsi Ha Bebampecy
a0OHEHTCHKOTO By3Jia AOOHEHTa-1IeHTU(IKATOpa, HA IKOMY KOPUCTYBay, K KIIEHT
banky, npoxoauth mnpoueaypy OararodakTopHoi aBTeHTUdIKAIi (HAPUKIA,


https://bank.gov.ua/admin_uploads/article/Logo_BankID.zip
https://id.bank.gov.ua/?sidBi
https://id.bank.gov.ua/api/banks
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BBOAWTH JIOTIH Ta mapoib naoctymy 1o Ib ta xoxm migrBepmxkeHHs 3 SMS-
MOBIJIOMJICHHA, $iIKe Oyso HampaBieHO AOOHEHTOM-1IEHTH(IKATOPOM Ha HOTO
¢binaHCOBHIT HOMED).

[licns  ycmimHOrO  MPOXOKEHHS — Mmpolenypu  OaratopakTopHOI
aBTEHTH(]IKaIlli, KOPUCTyBau NEPEaaPECOBYEThCA i OTPUMAHHS TIOCIYTH Ha
HopTajl Mociyr, a Mk LleHTpanbHUM By37OoM, aOOHEHTCHKUM BY3JIoM AOOHEHTa-
HajaBaya 1ociyr/AOOHEHTa—HaJaBaya IMOCIHYr 31 CHEliaJbHUM CTaTyCoM Ta
a0OHEHTCHKMM BY3710M AOOHEeHTa-1IecHTH(IKaTOpa BiOYBAa€TbCS aBTOMAaTHYHA
B3a€MOJIIS IUIIXOM OTPUMaHHs/Tepeaadi koay aBropu3arii (authorization_code),
KoIy Aoctyiy (access_token) ta manux xopucryBaya.

3. ADoHeHTCcHKUI BY30J1 AOGoHeHTa-inenTudikaropa (Ib abo iHmmii cepsic
0aHKy) — 11€ KOMILJIEKC IMTPOTPAMHO-TEXHIYHHUX 3aC001B, HA CTOPOHI SIKOTO MOBUHHA
Oytu peanizoBaHa Qopma OaraToakTopHOi aBTEHTU(IKaLli KOPHCTyBaua,
nporpamHi mnporueaypu ooOmiHy iHpopmaniero Ha 0a3i mporokony OAuth 2.0,
aBTOMaTHYHOTO (OpMyBaHHs Koxy aBTopu3aiii (authorization_code), komy
noctymy  (access_token), mepeBipkm  cepTHdikara  AOOHEHTa-HajJaBadya
nociyr/AOOHEeHTa—HaJaBaya IMOCIyr 31 CHEellaJbHUM CcTaTtycoM, (OopMyBaHHS
CJICKTPOHHOT aHKETH, HAKJIaJIeHHd Ha Hei KBaii(iKOBaHOI €JIEKTPOHHOI MEeYaTKH
banky, mm@pyBaHHS EJIEKTPOHHOI AaHKETH Ta MepPeCcHpsMyBaHHS MMIANMUCAHOI 1
3ammdpoBaHOi  aHKETH 10 aOOHEHTChKOro  By3ida  AOOHEHTa-HajaBaua
nociyr/AGOHEeHTa—HaaBaya moCJyT 31 CremiaibHuM cTaTycoM uepes3 Llentpanbuuit
BY30JL.

KopucryBau, sikoro Oyino mnepeagpecoBaHO Ha Bebaapecy aOOHEHTCHKOIO
By3na AOOHEHTa-iIeHTH(IKaTopa Mae TMPOUTH Tpoleaypy OararodakTopHOl
aBreHTU(ikanli. Ha 1poMy aOOHEHTCBKOMY BY3Jl KOPUCTYBad MPOXOAUTH
npoieaypy OaratodakTopHoi aBTeHTHU(IKaIll Ta TMOrOJKy€e€ TIpoleC Mepenayl
NEPCOHANIbHUX JaHUX, IOBUHEH MICTUTH Ha3By banky (AOoHeHTa-11eHTH]iKaTopa),
Ha3By HOro TOProBeNbHOI MapKd Ta KOHTAaKTHUM TeiedoH rapsyoi JiHii 3
MOXJIMBICTIO 31ACHEHHS MIEPEX0y KOPUCTyBaua OE3MOCepeIHhO Ha BEOCTOPIHKY 3
KOHTaKTHOO 1H(hOpMalli€ro BiIMOBiAHOT0 banky abo (popMoOr0 3BOPOTHOTO 3B’ SI3KY.

AGoHeHT-11eHTUdikaTop 3000B’si3aHU  3JIMCHIOBATH  OaratohakTopHY
aBTEHTU(DIKAIII0 KOPHCTyBaua, 3a KOXXHHM CICKTPOHHUM  3allUTOM Ha
imeHTudikamito A0 MOMeHTy ¢GOpMyBaHHS Ta Tiepenadi KOAy aBTOpH3allii
(authorization_code).

SAxmo  AOGoHeHT-imeHTH(dIKaTOp  Tpu  iAeHTU(IKaIli  KOpUCTyBaya
BUKOpHrcTOBYE Tineprnocwiands (Deep link), sike mepeHanpapise KOpHCTyBada Ji0
IUTATIKHOTO 3aCTOCYHKY baHKy, TO 9ac il Takoro rineprnocujiaHHs HE MOBHUHEH
nepeBuIlyBaTd 3 XBWIMHM. Ilicas 3akiHUeHHS BHM3HAYE€HOTO CTPOKY i
rinepriocunanns (Deep link) BoHo Mae crati He aKTUBHUM I KOPUCTyBaya, Mpu
11boMy AOOHEHT-11IeHTU(IKATOP 3000B’s13aHUN MPOiH(POPMYBATH KOPHUCTyBada Ipo
e (manpukian: «Yac nii cecii crus. [1oBTOPITH cripoOy abo0 3BepHITHC 10 baHky»,

TOIIIO).
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VY pasi ycninrHoro mpoxo/KeHHs 0araroakTopHoi aBTeHTH(iKalli AOOHEHT-
imeHTudikaTop 30008’ s13aHU MpoiHGOPMYBaTH KOPUCTYBaya HAJICKHUM YUHOM PO
nepenik JaHuX, ki OyayTh mepenaHi AOOHEHTy—HaJaBauy HOCTyr/AOOHEHTY—
HaJIaBayy MOCIYT 31 CHeIiaIbHUM CTaTyCOM Ta OTPUMATH BiJl KOPUCTyBaya J03BLI Ha
nepeiaBalHs Horo qaHux (JeraabHui onuc y Jlogarky 2) .

[Ticass oTpuMaHHS J03BOJy KOPUCTYyBad aBTOMAaTHMYHO IE€PEAPECOBYETHCS
yepe3 lleHTpasbHUMI By301 Ha MOpPTaJl MOCIYr JUIsl HPOAOBKEHHS MPOLELYpH
OTPUMAaHHSI MOCITYTH.

AOoHEHTChKHUIM BYy30J1 AOOHEHTa-1IeHTU(]iKaTopa 3IMCHIOE B3aEMOJII0 3
[{eHTpanbHUM BY3JIOM 3T1JIHO 3 II€I0 Crienu]iKali€eo.

Y pa3i  HeycmimHoi  OaratodakTtopHOoi  aBTeHTU(iKalli  AOOHEHT-
imeHTudikaTop 3000B’s3aHUN  1HGOPMYBATH  KOpUCTyBada Ha  BJIACHOMY
a0OHEHTCHKOMY BY3Jll HIOJI0 KOHKPETHOI MPUYMHHU BIAMOBU B aBTOpH3alli, HE
NEepecrpsMOBYBaTH HEaBTOPU30BaHUX KIieHTIB 10 lleHTpampHOrO By3nma Ta
1H(OpMYBaTH KIII€EHTa PO NoJaibll Ali (Hanpukian: «[lepeBuilieHo MakCuMaabHy
KUIBKICTh cripo0O BBeAeHHs mapouto. [ToBTopiTe cripoOy ado 3BepHIThCA 10 baHky»,
TOIIIO).
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2. TexHiuHa apXiTeKTypa cUCTeMH

B3aemomist IlentpanpHOro By3na 3 aOOHEHTCHKUMHU By3JiIaMu AOOHEHTIB
(Puc. 1) BinOyBaethcs Ha 06asi mpotokony OAuth 2.0 3rimHO 3 BIAMOBIAHOIO
cnerugikaIie (ommy0utikoBaHa 3a MTOCHJIAHHIM
https://datatracker.ietf.org/doc/html/rfc6749). PexomeHI0BaHO BHUKOPHCTOBYBATH
rOTOBI pimeHHs 3 BeOcaity https://oauth.net/2/ — posain “Code and Services”,
BapiaHTH MiJ] yC1 NOMyJISIpHI IJIaTGOpMH Ta MOBH IIPOTrpaMyBaHHsI.

bararodakropna aBTeHTH(]iKaIliI KOpHCTyBada BiOYBaeThCcs 3acob0amMu
abOHEHTChKOTOo By3sa AOoHeHTa-1eHTHd1KaTopa. Ha enekTpoHHy aHKeTy 3 TaHUMHU
KOPHUCTYyBaua, 110 MEepPeacThCsl, HAKIAAAEThCsl KBali(PiKOBaHA €IEKTPOHHA TevaTKa
banky 1 mudpyroThCs BIAMOBIIHO 10 BUMOT 3a3Ha4Y€HUX Y 11. 3.3.

Jlorika po6otu Cuctemu BankID HBY moGynoBana Ha opraHizailii 3BepHEHb
BiJl aDOHEHTCHKOTO By3/1a AOOHEHTa-HalaBaya nociayr/AOOHEeHTa—Ha1aBava mocIyr
31 CIIeIiaIbHUM CTaTyCcOM 10 aDOHEHTCHKOTO0 By3jia AOOHEHTa-1ieHTH(iKaTopa uepes
€IUHUA 103, SKUM BucTynae LleHTpanbHUil By30i1. Yci aOOHEHTCHKI BY3JIH
AOOHEHTIB B3a€MOJII0Th BUKIIFOUHO uepe3 LlenTpanbHuii By3011.

ABtopwu3aiiisi Ha 6a3i npotokosry OAuth 2.0 BUKOHYETBCS y /IBa €TaIU:

NIEpIINIA eTarm — OTPUMaHHs Koy aBTopu3aiii (authorization_code);

ApYTuil eran — OTPUMAaHHS KOy AOCTyIy (access_token) Ha mimcraBi Koy
aBTopu3allii (authorization_code).

2.1. Bzaemojisi a00HEHTCHKOT0 BY3J1a
AOOHeHTa-HaJaBa4a nocayr/A0OHeHTa—HaJaBava MmocJayr 3i cneniaabHUM
cratycom 3 LleHTpajbHUM BY3JI0M

[Ipu migkmouenni g0 Cucremn BankID HBY  AGonenr-nagaBau
nocnyr/AGOHEHT—Ha/aBay MOCIYr 31 CIELiaJlbHUM CTaTyCOM Hajae Mapamerp
callback_url — anpeca, Ha sKy Oyae mepeHanpaBIsATHCh 3allUT KOPUCTyBaya Ta B
sKii Oyae HamaBaTHCh KoJ aBTopm3artii (authorization_code), y Bunaaky ycrminrHoi
OararodaktopHoi aBTeHTHdiKalii B banky. ¥ Biamosinb agminictpaTtop Cuctemu
BankID HBY nagae client_id Ta client_secret.

IHapameTtp ‘ Onmuc

client_id, VYHikanbHi i1eHTHdIKaTOPH a00OHEHTCHKOTO By3JIa.
client_secret

callback_url Agnpeca  aboHEHTChKOTO  By3da  AOoOHeHTa-HajaBaya
nociayr/AOOHEHTa-HajaBadya  MOCIYyr 31 CHeHiaJbHUM
CTaTyCcoOM, Ha sIKy Oyjie BUKOHAHO 3aIlUT 3 KOJIOM aBTOPHU3aIlii
(authorization_code) ta  3gilicHeHa  mepeajapecartis
KopHcTyBaua Opay3epom a0o iHIIMMH 3aco0amu AJisi poOoTH 3



https://datatracker.ietf.org/doc/html/rfc6749
https://oauth.net/2/
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Beb6 (6payzepom/Webview) micis ycmimHoi 6araToakTopHOi
aBTeHTH(]iKaIlli Ha cTOpoH1 baHky.

Anpeca aOOHEHTCHKOTO By3/la MOBHHHA MICTUTH JOMEH
opTaty OCITyT IILOTO AGoHeHTa-HaIaBaya
nociayr/AGOHeHTa— HajaBaya IOCIyr 31  CIeliaJbHUM
CTaTycoM, aKui 3a3HaueHuit y pimenHi Paau Cucremu BankID
HBY (sxmo inme He Bkazane B pimeHHl Pagm Cucremu
BankID HBY).

2.1.1. 3anuT AGOHeHTa-HAJaBa4Ya MOCJaYTr/AOOHeHTa—Ha aBa4Ya MOCayT 3i
crneniaJbHUM cTatycom a0 LlenTpansaoro By3ina merogom GET i orpumanns
Koay aBropu3auii (authorization_code) (mepmmii eram)

3anut QopMyeThCS TiJ Yac Mepeaapecailii KopucTyBaya Micias HATUCKAHHS
KHOIIKM Ha sKiid 300paxkeno sorotun Cuctemu BankID HBY Ta sika moxe matu
nianuc “Cucrema BankID HBY” na mopram nociyr.

3anuT MOBUHEH MICTUTH 00OB’SI3KOB1 MapaMeTpH:

https://id.bank.gov.ua/v1l/bank/oauth2/authorize
?response_type=code
&client_id=client_id
&state=state
&dataset=dataset
&originator_url=https://example.gov.ua

Ta, 3a MOTpeOU, TOAATKOBI MapaMETPH:

&bank_id=name-id
&lang=en
&originator_id=12345678

[Ipuknan cTpykTypu 3amuTy BiJi aDOHEHTCHKOTO By3jia AOOHEHTa-HaJaBaya
nocryr/AGOHEeHTa—HaaBavya TMoCHyr 31 chemiaibHuM cTatycoMm o llerTtpanbHOTro
By3Ja:

curl -X GET "https://id.bank.gov.ua/v1/bank/oauth2/authorize?
response_type=code&
client_id=client_id&
state=state&
dataset=11"

Bignogiae LlenTpanbHoro By3ma:



13

HTTP/1.1 200 OK

ITepexin Ha BeOcTopiHKy lleHTpanpHOTO By3ia, Ha SKIM AOCTYITHHUM TEpertik
bankiB (a00OHEHTCHKUX BY3J11B AOOHEHTIB-1A€HTU(IKATOPIB), 110 MiIKIIOYEHI 10
Cucremu BankID HBY.

response_type

3HadeHHs MOBUHHO OyTH “code”.

client_id

[nentudikarop aOOHEHTCHKOTO By3Jia OTPUMAHUNA  TpU
niaKmoueHHi (. 2.1.).

state

VYuikanpHuil  imeHTudikatop cecii. JloBiIbHE  3HAUEHHS
napameTpa, TeHepyeTbcd 3 OOKy aO0OHEHTCHKOTO BYy3Ja
AOoHeHTa-HamaBaya Mmociayr/AOoOHeHTa—HagaBaya IOCIyr 3i
CHeIiaIbHAM CTaTycoM 1 Oyze moBepHyTo LleHTpansHuM By3/10M
B 3amuTi 3 KojoM aBTopu3ariii (authorization_code). He Ginbie
50 3HaKiB.

dataset

Homep crangaptuzoBaHoro HabOpy [aHUX, SKHHM BIIIOBiIa€e
TOMY NIEPEITIKY KITFOUIB, K1 HEOOXI1THO 3alIUTaTH a0OHEHTCHKOMY
By3)1y AOOHEeHTa-HaiaBa4ya nociyr/AGOHeHTa—HaaBaya moCiIyT
31 cHemiaJbHUM cTaTycoM y AOoOHeHTa-ineHtudikatopa Ta Ha
KUl AOOHEHT-HamaBay mociayr/AOOHEHT—HagaBa4y IMOCIyr 3i
CrHeLiaJIbHUM CTaTyCOM Ma€ BIAMOBIAHUMN 103B11 Pagu Cuctemu
BanklID.

[lepenik craHgapTU30BaHUX HAOOPIB JaHUX BKa3aHO Y

Jlonatky 1.

bank_id

Inentudikarop aOOHEHTCHKOTO BYy3J1a AbGoHeHTa-
11eHTudikaTopa.

[Tapamerp 0O0OB’sI3KOBUN y BUNAAKY SKIIO AOOHEHT-
i1eHTuikaTop oOUpaeThCcsi OE3MOCEPEIHHO HA MOPTaJi MOCHYT.
3HaueHHs Mae OyTH 00paHo i3 Kiroua «id» (IeTalbHUN OMKC y
n.2.4.).

B iHmmx Bumajkax mei napamerp HeoOOB I3KOBHIA.

originator _id

VYHikaneHull i1eHTUiKaiiHI HOMep KoHTpareHTa AOOHEHTa—
HaJaBaya TMOCIYr 31 CHEelialbHUM CTaTycoM B €auHOMY
JIep’KaBHOMY PE€eCTpl MIANPUEMCTB Ta Opranizaiiiii Ykpainu (Koj
€IPIIOY), saxa iHinitoe 3anut Ha iHGopmaiito. He Oinbiie 8
udp.
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[TapameTp 00OB’SI3KOBHI O 3allOBHEHHS I AOOHEHTCHKOTO
By3Jla AOOHEHTa—HaaBava MoCIyT 31 CIEIiaJTbHUM CTaTyCOM JI0
SKOTO IMIKJIIFOYCHO OUIbIIIEe OJHOTO KOHTpareHTa (HAMpPUKIIA,
“IHTerpoBaHa  cucTeMa  €JICKTPOHHOI  iAeHTHdIKaIii  —

ID.GOV.UA™).
originator_url | Anpeca mopramy TmOCIyr IOPUAMYHOI OCOOM BiJ SIKOTO
HIIIIOETHCS 3aMuT Ha iH(pOopMalIio (HampuKIIaz,

https://mvs.gov.ua).
[TapameTp 00OB’SI3KOBUM /10 3alOBHEHHS 1JiI a0OHEHTCHKOIO

By3sla AOOHEHTa-HajaBaya TmOCIyr Ta AOOHEHTa—HajaBaya
MOCJYT 31 CHELialbHUM CTaTyCOM JI0 SIKOTO MIAKIIOUEHO OUIbIIe
OJIHOTO KOHTpareHTa (Hampukian, “IaTerpoBana cucrema
enekTpoHHo1 iaeHTHdikaiii — ID.GOV.UA”).

lang MoBHWMIA TOKa3HHUK.

Moxxe MaTu 3Ha4eHHs “‘en” — aHTJIOMOBHUM TEKCT.

[lapameTp HEOOOB’SI3KOBUIl, BUKOPUCTOBYETHCS a0OHEHTCHKUM
By3JoM  AOoHeHTa-HajgaBada  mociyr/AOOHEHTa—Ha aBadya
MOCJIYT 31 CIELiaIbHUM CTaTyCOM Y BUIAJKY SIKIIO KOPUCTyBay
oOupae Oe3nocepeHbO Ha HOro mopraji MOCAyr aHIJIOMOBHUN
BeOIHTEepdEelc 3 METO MOJAIBIIOr0 CIPSMYBAaHHS ILbOTO
KOpPUCTyBa4ya Ha aHIJIOMOBHY Bepcito (opmu aBTOpH3alii Ha
cTopoHi AGoHeHTa-11eHTudiKaTopa.

SAxio 3 60Ky aOOHEHTCHKOTO By3i1a AOOoHeHTa-1eHTu(IKaTopa
HEMae TMIATPUMKA MOBHUX Bepcid, ¢dopma aBTOpH3aIlii
KOpHCTyBaya, IO 3aMOBYYBAHHIO, MaTUME  BHUKJIIOYHO
YKPalHOMOBHUU TEKCT.

VY pa3i ycnimHoi 6aratodakTopHoi aBTeHTH(IKALll KOpUcTyBaua AGOHEHTOM-
11eHTH(1KaTOpoM, AOOHEHT-11eHTU(IKATOp BUKOHYE 3alUT 3 KOJOM aBTOpH3allii
(authorization_code) ta mepeaapecoBye KOopucTyBada 3 aOOHEHTCHKOTO By3ja JI0O
[enTpanbHoro By3ina, a LleHTpanbHuii By301 y cBOIO 4yepry Bukonye GET-3anut Ta
nepeajpecalliio 3anuTy KOpucTyBada 10 aOOHEHTCHKOTO By3ia AOOHEHTa-HajaBaya
nocyr/AGOHeHTa—Ha/iaBaya Mmocayr 31 COellaIbHUM CTaTyCcOM 13 KOJIOM aBTOpHU3allii
(authorization_code) na 3apeectpoBanwuii mapametp callback url.

[lpuxnan cTpykTypu 3anuty (mepeagpecarii) 3 KOJOM aBTOpHU3alii
(authorization_code) Bix LlenTpanpHOTrO By3a 10 aDOHEHTCHKOTO By3i1a AOOHEHTa-
HaJaBaya nocayr/AOGOHeHTa—Ha1aBaya MoCiyT 31 CleliabHUM CTaTyCOM:

curl -X GET "https://portal.example.com.ua/v1/bank/oauth2/callback/code?
code=authorization_code&
state=state"


https://mvs.gov.ua/
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IHapameTtp ‘ Omnuc

code Kon  aBropmsamii  (authorization_code) — yHikaabHUA
inentudikaTop, skuit popmyeThcst Ha cTopoHi LlenTpanasHOTO
By3J1a.

Yac nii koxy 90 cexynn. He 6inbiie 50 3HaKiB.

state 3HaueHHs MapameTpa, SKe ImepeaB aOOHEHTCHKUM BY30J1
AOoHeHTa-HaiaBada mociyr/AOOHEeHTa-HalaBadya TOCIYT 31
cneniagpHuM  ctatycoM y nepmomy GET 3amuti 1o
LlenTpanbHOrO By3a.

Mo:xIMBi NIOMHJIKH

Sxki1o Ha JaHOMY €Tarll BAHUKAIOTh IIOMMJIKH, TO MOJKJIMBI JIB1 CUTYaIIii:

- aboHeHTChKHMI By3071 AOOHEHTa-HajaBada Mociayr/AOOHEeHTa-HalaBayva
MOCJIyTr 31 CHellaJbHUM CTaTycOM HE BJalocsid 1ACHTU(IKYBaTH, 30KpEMa,
a0OHEHTCHKUI BY30Jl HE 3apeecTpoBaHU Ha cTOpoH1 lleHTpambHOro By3ia, abo
HEKOPEKTHO MepeiaHo MapaMeTp Ta/ado WOro 3HaYeHHS B 3aluTi, a00 B3aEMOJIIIO 3
UM a0OHEHTCHKHUM BY3JIOM IIPHU3YMUHEHO. Y TaKOMY BHITAJIKy OIKC IIOMUJIKHA Oye
Bi1oOpakeHo Ha BeOcTopiHIl L{eHTpanbHoro By3na;

- KOpHUCTyBaya HE€ BJAJOCS aBTEHTHU(IKyBaTHU Ha CTOpOHI AOOHEHTa-
iaeHTugikaropa. Y TakoMy BHUNAAKy NIpPUYMHA TOMUJIKA Ma€ BlaoOpakaTHucs
KOpPHUCTYyBauy Ha CTOpOHI AOOHEHTa-11eHTU(DIKaTOpA.

2.1.2. 3anuT AGOHeHTa-HAaBa4Ya MOCJayTr/AOOHeHTa—HaaBa4Ya MoCayr 3i
creniaaTbHUM cTatycom 0 LleHTpajibHOrO By3Jia HA OTPUMAHHS
Kkoxay nocrymy (access_token) meromom POST (apyruii eram)

[Ticns otpumanHs komy aBtopm3amii (authorization_code) aGoneHTChKHIA
By3011 AOoHeHTa-HajaBada MOCIyr/AOOHEHT-HalaBadya MOCIYT 31 CHeIliadbHUM
CTaTyCOM TMOBHMHEH BUKOHATH 3aITUT Ha OTPUMaHHS KOy J0cTyImy (access_token).

[Ipuknan cTpykTypu 3amuTy BiJi aDOHEHTCHKOTO By3Jia AOOHEHTa-HajgaBaya
nociyr/AGOHEeHTa-HajaBaya MoCiIyr 31 cheriadbHuM cratycoMm Ao LleHTpamsHOTO
By3J1a Ha KOJ| IOCTYITY:

curl -X POST "https://id.bank.gov.ua/vl/bank/oauth2/token"
-H "Content-Type: application/x-www-form-urlencoded"
-d "grant_type=authorization_code&
client_id=client_id&
client_secret=client_secret&
code=authorization_code"



16

IHapamerp Omnuc

grant_type 3HaueHHs MOBUHHO OyTH “authorization_code”.

client_id, InentudikaTopu abOHEHTCHKOTO By3i1a AOOHEHTa-HaJaBaya
client_secret | mociyr/AGoHeHTa—HagaBava MOCIYT 31 CIIEiaIbHIM CTaTyCOM,
K1 OyJM OTpUMaHi MpH migKIrodeHHi (. 2.1.).

code 3HaueHHs Koy aBTopu3allii (authorization code), orpumanoro
Bix LleHTpaapHOTrO By3ia Ha mmonepeaapoMy kporti (. 2.1.1.).

VY Bignosine LlenTpanpauii By3os Hamae koa goctymy B Timi (body) 3amury y
Json-dopmarti. Ctpyktypa BignoBizai [{eaTpanbHoro By3ma:

HTTP/1.1 200 OK
Content-Type: application/json

{

"token_type": "bearer",
"access_token": "access_token",
"expires_in": 180

}

IMapametp Onuc

token_type 3HaueHHs MOBUHHO OyTH “bearer”.

access_token | 3nauenns xoxy mocrymny. He 6imbine 50 3HakiB.

expires_in TepMin aii koxy nocTyny (3HaYeHHS B CEKYHJIaX ), MaTUME
snaueHHs 180.

Mo:x1MBi NIOMHJIKH
VY pa3i BUHUKHEHHS TOMUJIOK MpU OOpOOJIEHHI 3alUuTy PEKOMEHAYEThCS
opieHnTyBatHcs Ha criucok koaiB crany HTTP. Takox y Tim (body) Bignmosizai y Json-
dbopmaTi MOXYTh TMepelaBaTUCS TMapamMeTpu 13 3HAYCHHSMHM TIOMUJIKH, 110
CIIPUYUHWIN BiIMOBY.
[Tpuxnan Tina (body) BianoBiai 3 MOMHIKOIO:
{

"error": "invalid_grant",

"error_description": "Invalid authorizathion code",
"code": "2d6f2318cb06cc2¢97d948deb9799d608f1d5¢c97"

}



IMapamerp

error
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Onuc

OnuH 13 BU3HAYEHUX KOJIB MOMIJIKH 3TiTHO crenudikariii
OAuth 2.0 (https://tools.ietf.org/html/rfc6749#section-5.2).
3okpema:

invalid_client—y 3aIuTi HEKOPEKTHO BKa3aHi
i1eHTHdIKaTOpu a0OHEHTCHKOTro By3i1a AOOHEHTa-Ha/laBayda
nociayr/AGOHeHTa—Ha/aBaya  IOCAYr 31  CHEllaJIbHUM
crarycom (client_id/client_secret);

invalid_request —y 3amuTi HeMae OOOB’SI3KOBHUX 3HAYCHB
OJTHOTO a00 JIEKUTBKOX TTapaMeTpiB;

invalid_grant — HekopekTHHI KOJT aBTOpH3AaIlii
(authorization_code) abGo TtepmiH nii Koay aBTOpHW3aIlii
3aBEPIINBCS,

repeat_request — moBTOpHUII 3amUT Ha KOJ JOCTYIY
(access_token);

Server_error — 3amut 1Mo BKa3aHOMY KOJy aBTOpH3allii He
3HaiIeHo abo 1HIIa MOMMIIKA Mpu 0OpoOILl 3amUTy Ha KOJI

JOCTYILY.

error_description

TexcToBUI ONTUC TOMUIIKH, JIETai3aIlisl 111 PO3POOHUKIB.

code

3HadyeHHs Koy aBTopu3aiiii (authorization_code) npu sikomy
BHUHUKJIA TOMUJIKA.

2.2. Bzaemojisi a00HeHTCHKOT0 By3/1a AOGOHeHTa-iteHTHikaTopa

3 lleHTpaILHUM BY3/10M

[Tpu migxmrouenni 7o Cucremu BankID HBY A6onent-inentudikatop Hamae
BeOaapecu login_url, token_api_url Ta data_api_url. V BignoBiae agmidicTpaTop
Cucremu BankID HBY nanae client_id Tta client_secret.

ITapamerp ‘

client_id,
client_secret

Onuc

VYHikanpH1 i1eHTU(DIKATOPH A00OHEHTCHKOIO By3Ja.

login_url

Bebanpeca  aboHEHTCBKOTO  By3/la, Ha Ky  Oyne
nepeagpecoBaHO KOPUCTyBaya JJIsl TOIaJIbIIIOTO MPOXOKCHHS
KOpHCTyBaueM OaratodakTopHoi aBTeHTU(IKaIlii B cucTemi
AOGoHeHTa-i1eHTHdiKaTopa.

Anminictparopamu Cucremu BankID HBY BeGaapeca Oyze
JIOTIOBHEHA MapaMeTpaMH Ta 3HAYEHHSMU 3TAHO HAJAAHOTO y



https://tools.ietf.org/html/rfc6749#section-5.2
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n. 2.2.1. mpukmnany CTpyKTypu 3anuTy Bif LleHTpampHOTO
By3J1a 10 a0OHEHTCHKOTO By37a AOOHEHTa-iIeHTH(dIKaTOpA.

token_api_url | Bebaapeca abOHEHTCHKOTO By3Jia, Ha SKY 31HCHIOBATHMETHCS
3aIUT [T OTPUMAaHHS KOy JocTyiny (access_token).

data_api_url Bebanpeca abOHEHTCHKOTO By3J1a, Ha SIKY 3/11MCHIOBATUMETHCS
3aMUT JJIs1 OTPUMAHHSA JJAaHUX KOPUCTYBaya.

2.2.1. 3anuT 10 a00HEHTCHKOI0 By3J1a
AOoHneHTa-inenTHdikaTopa merogom GET
i oTpuMaHHsa Koay aBTopu3amii (authorization code) (mepmmuii eram)

3anut ¢popmyeThes LlenTpanbHuM By310M i 4ac nepeaapecaliii KopucTyBayda
BiJ LleHTpanbHOro By3na 10 aDOHEHTCHKOTrO By3sia AGOHEeHTa-1AeHTHdIKaTOpa.
3anuT MOBUHEH MICTUTH 00O0B’SI3KOBI MMapaMeTPH:

https://id.bank.gov.ua/vl/bank/oauth2/authorize
?response_type=code
&client_id=client_id
&state=state
&dataset=11
&units_name=unitName,abonentName

Ta, 3a MOTpeOU, TOAATKOBI MapaMETPH:

&lang=en

[Ipuknan cTpykTypu 3anurty Bia lleHTpampHOro By37a 10 A0OHEHTCHKOTO
By371a AGOHEHTa-1IeHTh(diKaTOpa:

curl -X GET "https://bank.example.com.ua/v1/bank/oauth2/authorize?
response_type=code&
client_id=client_id&
state=state&
dataset=11&
units_name= unitName,abonentName"

BignoBinbs AGoHeHTa-11eHTH(DIKATOpA!

HTTP/1.1 200 OK
ITepexin Ha BeOCTOPIHKY a0OHEHTCHKOTO By3ja AOOHEHTa-11eHTU(IKaTOpa IS
nojanbiioi bararodakropHoi aBTreHTUDiKaIlli KopucTtyBada B Ib banky.



ITapame
L

response_typ
e
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Onuc

3HaueHHs MOBUHHO OyTH “code”.

client_id

Inentudikatop aOOHEHTCHKOTO By3jda OTPUMaHUM TpU
niaKoueHHi (1. 2.2.).

state

VHikaneHuii igeHTudikarop cecii. ['eHepyeTbcs 3 OOKy
[lenTpanbHOro By3na i Mae OyTH MOBEPHYTUH aOOHEHTCHKUM
BY3JIOM Y 3allMTi 3 KojioM aBTopu3aiiii (authorization_code). He
oimpmre 50 3HaKiB.

dataset

Homep cranmapTu3oBaHoro HaOOpy JdaHUX, SKWAW BIAMOBITAE
TOMY  TIepeNiKy  KJIIOYiB, SKi  HEOOXiHO  3alHTaTh
a0OHEHTChKOMY BY31y AOOHEHTa-HagaBava mociyr/AOGoHeHTa—
HajJaBaya TOCIYr 31 cHeIliadbHUM cTaTycoM y AOOHEHTa-
imeHTudikaTopa Ta Ha SKUit AOOHCHT-HanaBa4 nociayr/AOOHEHT
—HaJlaBay IOCIYT 31 CIeIiaJbHUM CTaTyCOM Ma€ BiAMOBIIHUMN
no3Bu1 Pagu Cucremu BankID.

[lepemik craHmapTU30BaHUX HAOOpIB JaHUX BKAa3aHO Y

Jlonatky 1.

units_name

Ha3Ba aboHeHTchkoro By3na (unitName) Ta HaliMEHYBaHHS
AOoHeHTa-HamaBadya mociayr/AOOHEHTa-HaaBa4a TOCTYT 3i
cneniagbHuM cratrycoM (abonentName) Bixg skoro Oyno
HIIIIOBAHO 3amuT Ta sKa BIJNOBiJa€ Ha3Bl, 10 BKa3aHa Yy
pimenni Pagu Cucremn BankID HBY. Ilapamerp momaetncs
[lenTpanbHUM BY3JIOM. TEKCT KUPWIMYHUMHU CHUMBOJAMHU
KoayeThes 3a nonomororo meroay encodeURI y ¢popmari UTF-
8 Ta PO3AUIAETHCS CUMBOJIOM «,).

AOOHEHT-1IeHTU(IKATOP TOBUHEH OMpPAIIOBATH (JIEKOIyBaTH)
JTAHUHW TEKCT 1 TOBIIOMUTH (B1100pa3uTH) Ha3By aOOHEHTCHKOTO
BYy3J1a Ta HallMEHYBaHHS AOGoHeHTa-Ha/1aBaya
nociyr/ AGOHEeHTa-Ha/iaBadya MOCIyT 31 CHeIlialbHUM CTaTyCOM
B/l SIKOro OyJi0 1HIIIHOBaHO 1eHTU(IKAIII0 KOPUCTYBady Ha
CTOPOHI BEOCTOPIHKH/TUIATIKHOTO 3aCTOCYHKY baHKy (mpuKiazn

HaBezieHo y JlogaTtky 2).

lang

MoBHM IOKA3HUK.

Mo>ke MaTtu 3Ha4eHHS “‘en’” — aHIJIOMOBHUH TEKCT.

[TapameTp HEOOOB’I3KOBHM, BUKOPUCTOBYETHCS AOOHEHTCHKUM
By3loM  AOOHeHTa-HajaBaya  nociyr/AOOHeHTa—HaaBaya
MOCIYT 31 CIEUiaJbHUM CTaTyCOM Y BUIAJKY SIKIIIO KOPUCTYBau
oOupae 6e3nmocepelHbO Ha HOTo MOpTaii MOCIYT aHTJIOMOBHUMN
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BeOiHTep(delic 3 METOI0 MOJANBIIOTO CHPSMYBAHHS IHOTO
KOpHCTyBaua Ha aHTJIOMOBHY Bepcilo (OopMHU aBTOpH3allii Ha
cTopoHi AGoHeHTa-ineHTudiKaTopa.

SAxio 3 60Ky aboHEHTCHKOTO By31a AOGOHEHTa-ieHTH(ikaTopa
HEMae TMIATPUMKA MOBHHMX Bepcid, Qopma aBTopm3alii
KOpHCTyBa4a, TI0 3aMOBUYYBAaHHIO, MaTUME BUKIIOYHO
YKPaiHOMOBHUM TEKCT.

VY pasi ycnimHoi 6ararodakTopHoi aBTeHTHIKAIlT KOpUCcTyBaua AGOHEHTOM-
1meHTU(iKaTOpoM a0OHEHTChKUNM By301 AOOHEHTa-iAeHTH(IKaTOpa 3A1MCHIOE
nepeajapecaniio KopucrtyBaua 10 lLleHTpasibHOro By3la 13 KOAOM aBTOpHU3aIlil
(authorization_code) na mapametp callback_url.

[Mpuknax cTpykTypH 3amuTy 3 KojaoM aBTopu3aiii (authorization_code) Bix
a0OHEHTChKOTO By3lia AOoHeHTa-11eHTudikaTopa 10 LlenTpanbHoro By3na:

curl -X GET "https://id.bank.gov.ua/v1/bank/oauth2/callback/code?
code=authorization_code&

State=state"

IMapamerp \ Onuc

callback _url

Bebanpeca [entpansHOTO By371a —
https://id.bank.gov.ua/v1l/bank/oauth2/callback/code na siky
aOOHEHTCHKUN By30s AOOHEHTa-iIeHTU(]IKaTOpa MicCIs

ycriHoi 6araroakTopHoi aBTeHTH(IKAIT 3A1HCHIOBAaTUME
nepeajpecalilo  KOpUCTyBaya 13  KOJOM  aBTOpHU3allii
(authorization_code).

code Kox  aBropmsamii  (authorization_code) — yHikanpHu#i
imeHTudikaTop, sAkuil (HOpMyeTbcs Ha CTOPOHI By3Ja
AolGonenTa-inentudikaropa. Yac nmii xomy 90 cexkynn. He
oinbmre 50 3HaKIB.

state byne BkaszaHO 3HaueHHs IapameTpy, sKE€ IepelaB

[enTpanbuuii By3oa y nepmomy GET-3anuri.

MoskJIuBI NOMUJIKH

S0 Ha JaHOMy eTaml KOpUCTyBadya HE BAAJNOCS aBTEHTU(IKYBaTH Ha
cTtopoHi AOoHeHTa-ieHTH(IKaTOopa ado cTajacs sIKach 1HINA IIOMUJIKA, TO TPUIUHA
MIOMUJIKH Ma€ Bi1oOpaskaTHCS KOPUCTyBauy Ha CTOpOHI AOGOHeHTa-ineHTudikaTopa i
y TaKOMY pa3i mepeagpecoByBaTH KOpUCTyBaua J0 LleHTpanbHOro By3ia He MOTpiOHO.



https://id.bank.gov.ua/v1/bank/oauth2/callback/code
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2.2.2. 3anut LlenTpanabHoro By3ia ao
a00HEHTCHKOr0 By3Jjia AOOHeHTa-ileHTH(PiKaTOpa HA OTPUMAHHS
Kkoay nocrymy (access_token) meromom POST (apyruii eram)

[Ticns orpumanHs komy aBropu3aiii (authorization_code) IlenTpanbamii
BY30JI BUKOHYE 3aITUT HAa OTPUMAaHHS KOy OCTymy (access_token).

[Mpuknan crpykrypu 3anuty Bin LleHTpanbHOro By3na 10 aOOHEHTCHKOTO
By371a AGOHEHTa-1/IeHTU(diKaTOpA:

curl -X POST "https://bank.example.com.ua/v1/bank/oauth2/token"
-H "Content-Type: application/x-www-form-urlencoded"
-d "grant_type=authorization_code&
client_id=client_id&
client_secret=client_secret&
code=authorization_code"

IHapametp 101117 (¢

grant_type 3HaueHHs MOBUHHO OyTH “authorization_code”.

client_id, InenTudikatopy aOOHEHTCHKOTO By3Ja OTPHMaHi  IpH
client_secret | migkmouenHi (1. 2.2.).
code 3HaueHHs Koy aBTopu3aiii (authorization code), orpumanoro
Bill AOoHeHTa-imeHTH(IKaTopa Ha MOMEPEeIHHOMY KpOIIi
(m.2.2.1.).

VY BiamoBige aOOHEHTCHKHU BY3071 AOOHEHTa-imeHTH(dIKaTOpa Hagae KO
noctyny B Tt (body) 3anuty y Json-dopmari.

[lpuknan  CTpykTypu  BiAmoBigi  aOOHEHTCHKOTO  By3ida  AOOHEHTa-
11eHTudikaTopa Ha 3aUT KOy A0cTymy Bia LleHTpaibHOTO By37a:

HTTP/1.1 200 OK

Content-Type: application/json

{
"token_type": "bearer",
"access_token": "access_token",
"expires_in": 120

}

IMapamerp

token_type 3HaueHHs MOBUHHO OyTH “bearer”.




22

access_token | 3nauenns koxy moctymy. He Ginbmre 50 3HaKiB.

expires_in Tepwmin nmii koay moctyny (3HaueHHS B ceKyH1ax). [loBuHEH
Matu 3HaueHHs 120.

Mo:xIMBI NIOMHJIKH
Y pa3l BUHUKHEHHS TMOMMJIOK OOpOOJEHHS 3alUTy pPEKOMEHIYEThCS
opieHTyBaTHCs Ha criucok koaiB ctany HTTP. Takox y Tini (body) Binmosiai y Json-
dopmari mOTpiIOHO TmepenaBaTd NapaMmMeTpyd 13 3HAYEHHSMH MOMMWIKH, IO
CIIPUYMHUIIA B1JIMOBY.
[Mpuknax tina (body) BiamoBimi 3 MOMUIKOKO:

{
"error"; "invalid_grant",
"error_description™; "Invalid authorizathion code",
"code": "2d6f2318cb06cc2¢97d948dehb9799d608f1d5¢c97"
ks
ITapamerp Omnuc
error OnuH 13 BU3HAYEHUX KOJIB MOMIJIKH 3TiTHO crierudikariii
OAuth 2.0 (https://tools.ietf.org/html/rfc6749#section-5.2).
3okpema:
invalid_client—y 3aIuTi HEKOPEKTHO BKa3aHi
11eHTU(IKATOPU a0OHEHTCHKOTO BYy3JIa

(client_id/client_secret);

invalid_request — y 3amuTi Hemae 000B’I3KOBHX OHOTO ab0
JEKUTbKOX NapaMeTpiB;

invalid_grant — HekopekTHu# KOJI aBTOpH3AIi
(authorization_code) aGo TepmiH nii Koay aBTOpU3alii
3aBEPIIUBCS;

repeat_request — moBTOpHUII 3anmUT HAa KOJA JAOCTYyMHYy
(access_token);

Server_error —3amurt 1o BKa3aHOMY KOJy aBTOpH3allii He
3HalieHo a0o 1HIIA MOMMJIKA TIPU OOpOOIl 3amUTy Ha KO

JOCTYILY.
error_description | TekcToBuii omuc MOMIIIKH, ASTai3allis ISl pO3POOHHKIB.

code 3nadeHHs koay astopm3aiii (authorization _code), mpu
SKOMY BHHHKJIA TIOMUIIKA.



https://tools.ietf.org/html/rfc6749#section-5.2

23

2.3. IIpouenypa oTpUMaHHS JAHUX KOPHCTYyBa4ya

Jlis oTpuMaHHS JaHUX KOpPHCTyBaya aOOHEHTCHKHM By301 AOOHEHTa-
Ha/aBayda mociayr/AOGoHeHTa—HaqaBava MoCyT 3i CIEMiaIbHAM CTaTyCOM 3IiHCHIOE
3amut Ha gaHi 10 LlentpanpHoro Bysna (m. 2.3.1.). lleHTpanbHuii By30J1 3A1MCHIOE
3anmuT Ha BeOampecy (data_api_url n.2.2.) abGoHeHTChKOro By3Jla AOOHCHTA-
inenTudikatopa (1. 2.3.2.). Haganus 1aHux KOpUCTyBada BiIOYBAa€ThCs Ha IM1/ICTaBI
Koy aoctymy (access_token) ta kBamigikoBaHoro ceprudikary mudppyBaHHs (Cert).

Kox noctyny nepenaerbes B 3arosioBky (headers) 3anuTy Ha JaHi y BUIIISIIL

Authorization: "Bearer access_token"

Ceptudikar mmdpyBanas AOOHEHTa-HajaBada mociayr/AOOHEeHTa—HaIaBada
MOCTYT 31 CIEeliaJbHUM CTaTycOM IepenaeTscs B Timl 3anmuTy (body) y 3HaueHHi
KJroya "'cert”.

3nauyennsa/Kiarou Onuc

access_token OTtpuMane 3Ha4eHHs Koy qoctyny (m. 2.1.2. tan. 2.2.2.).

cert Kimrou y 3HaueHHI SKOTO TepemaeTbcs KBai(ikoBaHUN
ceprudikar muppyBaHHS AbGoHeHTa-Ha1aBaya
nociayr/AOOHeHTa—HajaBaya TOCIAYr 31 CHCIaJbHUM
cratycoM. Ilepemaerbest y dopmari DER 3akomoBanoro B
BASEGA4.

2.3.1. 3anurt Ha xaui
Bi/l a00HEHTCHKOI0 By3Jia AOOHEHTa-HAaJaBa4ya NocJayr/AOOHeHTa—HaJaBay4a
MOCJIYT 3i ceniaJIbHUM CTATYCOM

[Tepenik HEOOXITHUX KIIOYIB (AaHUX) MO KOpPUCTyBauy (GOPMYEThCS
[leHTpajbHUM BY3JIOM, Yy BIJIIOBITHOCTI 10 3Ha4YeHHs mnapamerpa dataset, mpu
orpumanHi nepmoro GET-zamuty (m.2.1.1.). Omxe, aOOHEHTCHKHI BY301
AboHeHTa-Ha1aBaya nociryr/ AOOHeHTa—HajaBava Mmociyr 31 ClelialbHUM CTaTyCOM
NOBUHEH MepeAaTd B TUI 3amuTy Ha JaHl TIIbKKA KBaiiiKOBaHUU cepTHdIKaT
muppyBaHHS.

[Tpuxmnan 3anuTy Ha AaHi:

curl -X POST https://id.bank.gov.ua/v1/bank/resource/client
-H "Content-Type: application/json" -H "Authorization: Bearer access_token"
-d '{ "cert":"Encode to base64 format" }'
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2.3.2. 3anuTt Ha naui
10 a00HEHTCHKOT0 By3J1a AOoHeHTa-ineHTHdiKaTopa

3anuT Ha JaHi Big a0OHEHTCHKOTO By3la AOOHEHTa-HajgaBada MoCIyr/
AbGoHeHTa—HajaBaya mocyyr 31  CcHeriaJbHUM CTaTyCcOM Oyae JOMOBHEHO
[leHTpambHUM BY3JIOM TIEPEITIKOM KITIOYiB, SIKI BIAMOBIAIOTH OOpPaHOMY HOMEPY
HAOOPY JaHMX BIAMOBIJAHO IO HOMEPY CTaHIapTH30BaHOro Habopy (dataset), mio
Oyno Bkazano B GET-3anwuti (1. 2.1.1.), kimtouamu 1 3HaueHHssMu memberld, sidBi
Ta Oyjie HaImpaBJIeHo 10 a00OHEHTCHKOTO By3i1a AOOHEeHTa-171eHTH]iKaTopa.

Tepmin ouikyBanHs BianoBigl lLleHTpasbHUM By3710M Big AOoHEHTa-
1meHTrdIKaTOpa Ha 3aMUT JaHUX cTaHOBUTUME 30 CEKYyH/I.

[Tpuknaz 3anuTy Ha naHi 10 AOOHEeHTa-1AeHTUdIKaTOpa:

curl -X POST https://example.bank.com.ua/v1/bank/data
-H "Content-Type: application/json" -H "Authorization: Bearer access_token"
-d '{"type"' "physical™,
"cert": "Encode to base64 format",
"sidBi": "someSessionGuid",
"memberld": "0212345678",

"fields": [
flrstName" "mlddIeName" "lastName",
“phone”, "inn", "clld", "clldText", "dateOfBirth", "sex
1
"addresses": [
{"type" "“factual™, "fields":[
"country", "state", "area", "city", "street", "houseNo", "flatNo"
1}
1
"documents": [
{"type" "passport”, "fields":[
"series", "number",
"Issue", "datelssue", "issueCountrylso2"
13
]

y

2.3.3. Bumoru mo/10 nepeaadi AooHeHTOM-iieHTHIKATOpPOM
JAHUX KOPHCTYBAaya, siKk KjieHta banky

Jani kiienTa, nepenani uepe3 LlenTpanbHuii By3071 y BiAMOBI1 BiJ AGOHEHTa-
171eHTU(IKaTOpa BBAXKAIOTHCS TAKUMHU, 1110 BiJIMOBIAAIOTH BUMOTaM i€l crienuikarii
y BUMNAJAKy JOTPUMaHHS BUMOT, BCTAHOBJIEHUX LIKMM MiAMyHKTOM Ta Jlomatkom 1
Crnenudikarii.
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VY pasi He poTpuMaHHS AOOHEHTOM-1AEHTHU(IKATOPOM BHUMOT, BHU3HAYCHHUX
1M miamyHkToM Ta Jlomatkom 1 Crientndikarii B yacTrHI 3a1T0BHEHHS 000B’ I3KOBUX
KJTIIOYIB, 110 MICTATHCA B €JIIGKTPOHHOMY 3alMTi Ha 1eHTU(IKALIIO0, €JIeKTPOHHE
HiATBEp/UKCHHS  11eHTUdikamii Moxe OyTh ockapkeHe AOOHEHTOM-HaJaBaueM
NOCIYr Ta BU3HAHE TaKUM, IO HE Miajsarae tapudikamii 3a MiXKaOOHEHTCHKHUMHU
tapudamu. JlaHi Kai€HTa 3a KJIIOYaMU, SKI HE MO3HA4YCHI B MM crienudikarii sk
000B’SI3KOBI1 JI0 3alIOBHEHHSI, HE MOXYTh OYTH MPEIMETOM OCKap>KEHHS.

AOGoHeHT-11eHTH(1KaTOp 3000B’I3aHUM MepeaaTH JdaHl KII€HTa 3a KII0YaMH,
0 MICTATBCS B EJICKTPOHHOMY 3amuTi Ha 1aeHTHdikaiiio AOOHEHTa-HajaBaya
MOCIJIYT.

SAxkio gaH1 KIl€HTa 3a KIIF0YaMH BiJICYTHI B AOOHEHTa-1AeHTH(dIKaTopa, TO BiH
3000B’s13aHUN TlepeAaTH 3HAYCHHS «n/a» y CBOiM BIJMNOBIII (3aCTOCOBYETHCS [0
KJIFOUIB B 3HAYEHHSX SIKUX J03BOJICHO NIEPEIaBaTH «n/ay).

AOoHeHTY-17IeHTU(]IKaTOpy 3a00pPOHSETHCA TMEpe/laBaTH JaHl TUX KIIIEHTIB,
o0 sikux y AOoHeHTa-11eHTudikaTopa € miacTaBy JJisl 3A1MCHEHHS 3aXO0/l1B 11010
akTyamsauii ix pgaHuX. AOOHEHT-11eHTU]IKaTop 3000B’S3aHUI 3A1MCHIOBATH
NpoIEeAYpY aKkTyasizallli JaHUX Mpo KIIE€HTIB y HOPSJIKY Ta CTPOKH, Kl BCTAHOBJICH1
3aKOHOJABCTBOM 3 IHTaHb (DIHAHCOBOI'O MOHITOPUHTY. Y pasi HeoOXI1JHOCTI
3MIMCHEHHS aKTyamizaiii naHux, AOOHEHT-iAeHTH(]IKaTOp Mae NpoiHGopMyBaTH
KOPHCTyBaya MO0 TaKOi HEOOXITHOCTI BIJIMOBIIHUM ITOBIJIOMJICHHSIM IIiJT Yac
3MIIMCHEHHSI TpoleAypHu 6aratodakTopHOi aBTEeHTH(IKAIII].

(8umozcu nepuLoeo peyerHs ybo2o ab3ayy He 3acCmoco8yomvbcs 00 AOOHEHMIG-

ioenmugbixamopie Cucmemu BankiD HBY npomseom 0ii 6oennoeo cmany 6
Yrpaini, piwmwenns Paou Cucmemu BanklD HBY sio 26.09.2022
Ne B/57-0003/76967, 3i aminamu)

Slkmo y ckianmi obpaHoro AOOHEHTOM-HanaBadeM HOCTyr/AGOHEHTOM—
HaJlaBavyeM MOCHYT 31 CHeliaIbHUM CTaTyCOM HOMEpI CTaHJIapTU30BaHOTO HAOOpPY €
kimou  "documents", AOoHEHT-iIeHTU(]IKATOp 3000B’sI3aHUN MepenaTd JaHl Mo
KJIIEHTY JIMIIE 32 aKTyaJIbHUM(HM) JOKYMEHTOM(aMH) Ta HE MEHILIEe HIXK 32 OJTHUM 13
JOKYMEHTIB: TacmopT TpoMaasHuHa Ykpainu (3paska 1994 poky) (“'passport™),
nacropt rpomansHuaa Ykpainu (ID-kaprtka) (“IDcard"), macmopt rpomMasisHuHA
Ykpaiuu a1 Buizmy 3a kopaoH (“ipassport"), iHIIHHA TOKYMEHT, 110 MOCBIIYYE 0CO0Y
Ta BIJMOBIAHO J0 3aKOHOJABCTBA YKpaiHU MOKe OyTH BUKOPUCTAHUN HA TEPUTOPIT
VYkpainu juisi yKIaJeHHS MPaBOYMHIB, B TOMY YHCII 1 HAIIOHAJBHUWA TACHOPT
iHo3eMIlsi abo JOKyMmMeHT, mo #oro 3aminioe ("ident"). Indopmaris HamaHa
AOGOHEHTOM-1JIeHTH()IKATOPOM y BIAMOBIAHOCTI JIO IIUX BUMOT, BBAXKAETHCS TAKOIO,
10 HajJlaHa B TOBHOMY 0OCsI31 BIAMOBIHO A0 BUMOT I1i€i cnierudikaiii. AGOHEHTY-
imeHTru(IKaTOpy 3a00pOHSIETHCS TepeaBaTh JaHl TUX KIIEHTIB, sIKi Oyaud HHUM
imenTrudikoBani Ta BeprdikoBaHi Ha M1CTaB1 JIMIIIE CBIJOITBA PO HAPOHKEHHS.

Axmio BiAnoBiasr AGoHeHTa-1IeHTH(iKaTopa 3a KitodeM "documents" MICTUTH
OJIHOYACHO JIaHI 32 aKTyaJbHUM JIOKYMEHTOM Ta HEaKTyaJbHUM JIOKYMEHTOM, a0o
MICTHUTB JIMIIE JaH1 CB1IOLTBA PO HAPOKEHHS, TO TAKE €JIEKTPOHHE IMiITBEPHKEHHS
i1eHTrikaIii BBaXXaEThCA TaKUM, 110 HE BIJMIOBIIa€ BUMOTaM Ili€i crierudikartii.
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AOGoHeHTy-imeHTu(dIKATOPY 3a00pOHSETHCS TIEpemaBaTH JlaHI 3a 3allUTOM
AGoHeHTa-HataBava mociyr/ AGOHeHTa—HaaBava MmoCayT 31 ClemiaJbHIM CTaTyCOM
HAa OTPUMAaHHS JAHUX KIIIEHTA 32 JOKYMEHTOM 3 MAacHBY THUIIIB JOKYMEHTIB Ta
PEKBI3UTIB, IO TOCBiAYYIOTh 0co0y (kmou "documents") sKmO Ha JIeHB
HAJXODKCHHS TaKOTO 3aIUTY Y IIbOTO JOKYMEHTA 3aKIHYUBCS TEPMIH Jii, TOOTO gaTa
(Tepmin nii), sika Oyzae 3a3HaueHa AOOHEHTOM-17IeHTU(]IKAaTOPOM y 3HAUCHHI KJTro4a
"dateExpiration" He MOke OyTH MEHIIIOO (OUIBII PAaHHBOKO), HIK Ta, B SIKY HAAIHIIIOB
CIICKTPOHHMIA 3amuT BiJi AOOHEeHTa-HaaBaya nociayr/AGOHeHTa-HaaaBaya MOCyT 31
CHeIllaJIbHUM  CTaTycoM (HE 3aCTOCOBYETbCS JJii BUIAJKIB, BU3HAYEHUX
3aKOHOJIABCTBOM 3 MMUTaHb (DIHAHCOBOTO MOHITOPUHTY Ha MEP10/1 1ii BOEHHOTO CTaHY,
KOJIM BHKOPUCTAHHS JOKYMEHTIB, CTPOK [1i SIKMX 3aBEPIIMBCS, JT03BOJIECHO IS
HaJaHHS TOCHyr CcyO0’€KTamMH TMEepPBUHHOTO (DIHAHCOBOIO MOHITOPUHTY Ta/a0o
BCTAHOBJICHHS HUMU JIJIOBUX BIJTHOCHH).

(6umoeu ybo2o ab3ayy He 3acmoco8yomsbcsi 00 AbOHeHMIG-I0eHmupikamopis
Cucmemu BankID HFY npomscom 0ii 6oennozo cmany 6 Ykpaini, piwenns Paou
Cucmemu BankID HEY sio 26.09.2022 Ne B/57-0003/76967, 3i sminamu)

Skmo y ckmami oOpaHoro AOOHEHTOM-HajgaBadeM Mociryr/ AGOHEHTOM—
HaJlaBa4yeM IMOCYT 31 CHEeiaIbHUM CTaTyCOM HOMEpI1 CTaHJapTHU30BaHOTO HAOOpy €
kiou  "phone", AOoHeHT-1IeHTH(]IKaTOp 3000B’sI3aHUN TIepelaTh KOPEKTHUH
HOMEP(M) KOHTAKTHOTO Tele(pOoHy KITIEHTA, III0 BUKOPUCTOBYETHCS OAHKOM, 30KpEMa,
3 METOIO ITPOBEJICHHS MOT0 aBTeHTH(IKAITIT.

AOGoHeHTy-1IeHTu(dIKaTOpy 3a00pOHSETHCS TEpelaBaTH JlaHI 3a 3alUuTOM
AbGoHeHTa-HataBava mocayr/ AOOHeHTa—HaaBava MmoCayr 31 CreliaIbHUM CTaTyCOM
Ha OTPUMAaHHS JJAHWUX KJII€HTa-MaJIOIITHROI 0cOOH (IITH, SIKiI HE JocsTiu 14 pokiB).

Sxkmo y ckiami obpanoro AOoHeHTOM-HagaBaueM MociIyr/AOOHECHTOM-
HaJlaBavyeM MOCYT 31 CHeliaIbHUM CTaTyCOM HOMEpI1 CTaHJapTU30BaHOTO HAOOpPY €
xoy "addresses"”, AOoHEHT-11eHTH(IKATOp 3000B’A3aHMI TIEpeIaTH JaHl HE MEHIIE
HDXK 3a OJTHUM THIIOM ajipecu: hakTuyHa ajpeca (Mmicie nepedyBanHs) Ta/abo aapeca
peecTpaitii (Micle NpoxuBaHHA)). SAKII0 y BIANOBIAI AOOHEHTa-1IeHTUdIKATOpa
HaJaHO 1H(OpMaIlio 3a OJIHUM THUIIOM aJpecu, TOo Taka iHdopmallis € HaJaHOK B
MOBHOMY 00cs31 Ta He Moxe OyTu ockapxkeHa AOOHEHTOM-HaJaBauyeM
nociryr/ AGOHeHTa—HaJaBaya Mmociayr 3i CIeiaIbHUM CTaTyCOM.

3nauenns wmouiB “workPlace” Ta “position” 3amoBHIOIOTHCS AOOHEHTOM-
11eHTHU(IKATOPOM BUKJIIOYHO Ha 3amuT OaHKiB, 3apeectpoBannx y Cuctemi BankID
HBY y craryci AGoHeHTiB-HagaBauiB mociyr/ AOOHEHTIB-HaJaBa4iB MOCIYT 3i
CHeliaIbHUM CTaTyCOM Ta MOXYTb OyTH BHKOpPUCTaHI TakUMH AOOHEHTaMU-
HajJlaBayaMu TOCIAYr BUKIIOYHO [JIsi HaJaHHS (DIHAHCOBUX TNOCIyr Oe3 mpasa
nepeaBaHHs X TPETIM 0co0aMm.

AOoHeHT-11eHTHdIKaTOp Ta AOOHEHT-HAJaBayu MOCIYT, SIKUM € KOMEpLIHHUM
AOoHeHTOM, 3000B’s13aHi 3a0e3MeYuTH 30€piraHHs B EJIICKTPOHHOMY BUIUISIII HE
MEHIII€ T’SITU POKIB TICIs MPUIMHEHHS JUIOBUX BIJTHOCHH 13 KOPHCTyBadyeM ado
3aBEpILECHHA pPa30BOi oOMepallii/HaaHHs TOoCIyrn 0e3 BCTAaHOBJICHHS JUIOBUX
BIJIHOCHH 13 KOPHUCTyBaueM, 100 SKOTO aOOHEHTOM Oyjo oTpuMaHe a0o HajaHe
€JIEKTPOHHE MIATBEPLKEHHS 11eHTU(IKALIIT, 111 MOKJIMBOCTI BUPIIIICHHS CITOPIB MK
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aboHeHTaMH Ta/a00 aO0OHEHTOM Ta KOPUCTYBaueM IOJI0 YCIIIIHUX €JIEKTPOHHUX
MiTBEPKCHD 1IeHTH(DIKAITIT:

1) enekTpOHHUH 3amUT Ha 1MEHTU(IKALIIO Ta EIEKTPOHHE MiITBEPIAKEHHS
imeHTudikaiii KopucTyBaua, 3A1iicCHeHHX 13 Bukopuctanusm Cuctemu BankID HBY;

2) indopmMmarii (TEXHIYHUX MapaMmeTpiB, SKi NalOTh 3MOTY 11eHTHU(IKyBaTH
CJICKTPOHHUI 3alUT Ha 1IeHTH(IKAIII0/€JIEKTPOHHE MiATBEPHKEHHS 11eHTUdIKaIIi
Ta ($akT iX MPOXOKEHHS MK Cy0’€KTaMM) PO IMepeaBaHHs 10 Ta OTPUMaHHS BiJl
entpanbroro By3na Cucremu BankID HBY enexkrponHoro 3amuty Ha
171eHTU(PiKaIiI0 Ta eIEKTPOHHOTO MATBEPKCHHS 17IeHTU(IKAITii.

AOOHEHT-Ha/laBau TMOCIAYr 31 CHEHIaIbHUM CTaTycOM Ta HEKOMEpPIiHHUN
AOOHEHT-Ha/laBa4y MOCIYyT 3000B’s3aH1 3a0€3MeUYnTH 30epiraHHsS B €JIEKTPOHHOMY
BUTJISA1 3HAUCHB TakuX KitouiB EnekrponHoi anketu ([logatok 1), sik ineHTH(dIKATOP
cecli Ta yHIKaJIbHUM 11eHTU]ikaTop aboHeHTchKoro By3ia B Cuctemi BankID HBY,
Ta 1HIIOI 1HQOpMalli (TEXHIYHUX MapaMmeTpiB, SKI JAAIOTh 3MOTY 1IE€HTU(DIKYBaTH
€JIEKTPOHHUI 3alUT Ha 1JIEHTU(]IKALII0/ENeKTPOHHE MIATBEPKEHHS 1IeHTU]IKaIli
Ta (akT iX MPOXO/HKEHHA MIKCYO €KTaMH) HE MEHIIE II'SITU POKIB 13 JaTu
1HILIIOBAHHS €JIEKTPOHHOTO 3aMUTY Ha 1AeHTU(IKALII0/HaIXOKEHHS €JIEKTPOHHOTO
MITBEPKEHHS 1AeHTU(dIKallii, Ipo:

1) mepenaBaHHsI €JIEKTPOHHOI'O 3alUTy HA 1JIEHTU(]IKAIIO 0 Ta OTPUMAHHS
CJIEKTPOHHOTO miaATBepKeHHs ineHTtudikamnii Bing llentpansHoro By3ma Cucremu
BankID HBYVY;

2) oTpUMaHHS €JEKTPOHHOIO 3aMHTy Ha 1IeHTU(]IKaIliI0 BiJ Ta MepelaBaHHS
€JICKTPOHHOTO MiITBEPDKEHHS 17IeHTU(IKAIlT 10 KOHTpareHTiB AOOHEHTa-HajaBaya
MOCJIYT 31 CHEIliaTbHUM cTaTycoM (11711 AOOHEHTIB-HA/1aBayiB MOCIIYT 31 CHEIiaJTbHUM
CTaTyCcoM).

2.3.4. BinnoBiab 3 TaHMMHU KOpPHCTyBaya

AOoHeHT-11eHTH(IKATOp 3000B’SI3aHUN  MEPEBIPUTH YM  BIJANOBIAAE KOJ
€IPIIOY, nanmanuii y cepTtudikaTi 3anuTyBadya TOMY, IO 3a3HAYEHUN Yy KIIIOUl
memberld (nmepur 8-mudp). Y BUMAAKy HEBIIMOBIIHOCTI BiJgaBaTH MOMUJIKY Ha
3alUT 3 OMUCOM MPUYUHM (3HaueHHs noMuikk “invalid_edrpou” — neranpHire y
MPUKIIaTaX MOKITUBUX TIOMUJIOK).

Hani AGounent-ineHtudikatop ¢gopmye B cranmapti komyBanHs UTF-8 y
dbopmarti JSON-00’€KTy, HATTPUKJIIA:

{
"type": "physical”,
"Inn": "112233445566",
"sex': "M",
"email": "geraschenko@gmail.com"”,
"dateOfBirth™: *20.01.1953",
"firstName": "IIETPO",
"lastName": "T’'EPAIIIEHKO",
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"middleName": "IBAHOBHUY",
"phone™: "380961234511",
"clld": "6299E05EC5D568733C14CCEF9C975DD3",

"clldText": "Indopmarris Hanana 3 BukopuctanusaMm Cucremu BankID HBY
25.12.2017 19:40",

n.n

"socStatus": "meHcionep",
"flagPEP": 0",
"“flagPersonTerror': "1",
"flagRestriction™: "0",
“flagTopLevelRisk": "1",
"uaResident™: "1",
"IdentificationDate™: "20.01.2025",
"addresses": [{

"type": "factual",

"country™: "UA",

"state": "BOJIMHCBKA",

"city": "Kisepii",

"street": "He3anexxnocTi",

"houseNo": "62",

“flatNo™; "12"
H
"documents™:[{

"type": "passport”,

"series": "AA",

"number": "222333",

"issue": "KiBepriscekum PO YMB/JT'",

"datelssue™: "15.03.1999"

3]
ky

Bkazanmit  Json-00’€kT miAMUCYe€ThCS — KBali(hiKOBAHOK  EJIEKTPOHHOIO
ne4yatkoro AOOHeHTa-1IeHTH(IKaTopa 1 MUPPYETHCS 3a aITOPUTMOM BU3HAUEHUM Y
JCTY I'OCT 28147-2009. udpyBanHs MiAIUCAHUX JaHUX BIIOYBA€THCS 3TIAHO 3
BUMOTaMU /10 (opMaTiB KpUNTOrpapiyHUX IOBIJOMIIEHb, BHU3HAUEHHUX HaKa30M
Anminictpauii epxaBHOi cayxOM CHeIialbHOrO 3B’A3Ky Ta 3aXHUCTy 1HpopMarii
VYkpainu BiJl 27.10.2020 Ne 687 (mami — Bumorn)
https://zakon.rada.gov.ua/laws/show/z1272-20#n8.  Y3romkeHHS  KIIOYIB 32
3aMOBUYBAHHIM 3/IMCHIOETHCA 3 BUKOPHCTAHHSAM CTaTHYHOTO MeEXaHi3Mmy. SIKIio
napaMeTpu KpuntorpadiuHoro ajJropuTMy CTaTUYHOI KIIFOYOBOI Mapy BiANpaBHUKA
HE CKBIBAJICHTHI MapaMeTpaM KpHUOTOrpadiqHOro ajJropuTMy CTaTHYHOI KITHOUYOBOT
napu oJiep>KyBaua, TOBUHEH 3/I1MCHIOBATUCS TTEPEXIJT 0 3aCTOCYBaHHS TUHAMIYHOTO
MEXaHI3My Y3TOJKEHHs KIIIOUiB. 3acO00M KpUNTOrpadiuHOro 3axucTy iH(popmailii
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BINIPaBHHUKA Ta OJEp)KyBada MOBHHHI MIATPUMYBATU KpUNTOTpadidHi alropuTMH,
BU3HaueH1 Bumoramu.

[Tignucanmii Ta 3amudpoBanuii 006’ €KT (GOPMYETHCS y BUIIISAL HHPPOBOTO
KOHBepTa 3riHo 3 BuMoramu 1 mepemaerbest y BiAMoBiAl Json-00’ekTa B 3HAYCHHI
kiroda "customerCrypto”.

[Tpuknam BiAMOBIII:

HTTP/1.1 200 OK
Content-Type: application/json
{

"state": "ok",

"cert":
"MIIGUDCCBfigAWIBAgIUW2PYg3XZIBgEAAAALJOAALKVAAAWDQYL
KoYKAQEBAQEDAQEwWgcMxFJAUBgNVBAOM (part of the base64 example)",

"customerCrypto":

"MIldhwY JKoZIhveNAQcDolldeDCCHXQCAQIxggHtoYIB6QIBA6BOoUww
DwYLKoYkKAgEBAQEDAQEFAAMSAAQ2rSxwh/DU/XDVLIRCrT5QwWOKUR
IXRILPgnVBktnOUTXnadY QRUNV1IXT2BRRFY (part of the base64 example)"

}

Koarou Onuc

cert KamidikoBanmit  ceptudikar mmdpyBanHs AOoHeHTa-
inenTudikaTopa.
[lepenaerbes y hopmati DER 3akomnoBanoro B BASE64.

customerCrypto | HudpoBuit koHBEpPT, MO0 MICTUTH 3amUpPOBaHi daHi
KOPHUCTYBaua, Ha sSIKI HaKJIaJeHO KBaN(PIKOBAHY €JIEKTPOHHY
nevyatky banky Ta 3akomoBano B BASEG4.

OTtpuMaHa BIiAMNOBIAL BiJl AOOHEHTCHKOTO By3ia AOOHEHTa-iIeHTUdiIKaTOpa
JOTIOBHIOEThCS [leHTpanbHUM BY3J0M Kiro4amu/3HadueHHsMu Mmemberld, sidBi i
IIepPEHAIPaBIIIETHCS A0OHEHTCHKOMY BY31y AOOHEHTa-HagaBava rmociyr/AOoOHeHTa—
HaJlaBayva Mmociyr 31 CreliaibHUM CTaTyCOM.

Mo:xa1MBi IOMHJIKH
Y pa3l BUHUKHEHHS TOMWIJIOK OOpOOJEHHS 3alUTy pPEKOMEHIYEThCS
opieHTyBatucs Ha cnucok koiB crany HTTP. Skmo cran 3anuty gopisaioe 200, To
HEOOXI1THO TEePEeBIPSATH TUIO 3amuTy (JIOTIYHA MOMUJIKA), B 1HIIIOMY BHUIAIKy — II€
TeXHIYHA moMuiKa. [lapamMeTpu 31 3HAYCHHSIMHU TIOMUJIKH IepeaaroThest B Timi (body)
3anuTy y Json-popmari.
[Ipuknan noMwiku:

{

"error'; "invalid_must_key",
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on": "Ha >xaJyib, y HaC HeMa€ BCIX HEOOX1THUX JAHUX I[bOTO

KJieHTa. BigcyTHs pakTruHa anpeca npokMBaHHS.",

"code": "CLO03"
}
Korou
error

Onuc

ITomunku, 110 BH3HAYaIOThCS AOoHeHTaMu-

igeHTudikaTopamu:
invalid_request —y 3anuti Ha OTpUMaHHS JaHUX HEMae

00OB’SI3KOBUX 3HA4€Hb OJHOr0 a00 NEKUIBKOX MapameTpiB
a00 HEKOPEKTHO 3a3HAYCHI KITI0Yi,

invalid_token — nexopektHuii koa goctymy (access_token)
a00 TepMiH A1l KOAY JOCTYIy 3aBEPIIUBCS;

invalid_cert — npoGiemu i qac 00poOIeHHS
KBaTi(hiKOBAaHOTO cepTU(iKaTy, 30KpeMa HEKOPEKTHUH abo
HeilcHui cepTudikat, 1Mo OyB HaJaHWM aOOHEHTCHKUM
By3JloM AOOHEHTa-HajaBaya Tmociayr/AOOHeHTa—HagaBavya
MOCJIYT 31 CHEIiaIbHUM CTaTyCOM;

invalid_must_key —y AGoneHTa-ineHTH(dikaropa BiICyTHS
iHpOpMaIlis Mpo KOpHCTyBadya 3a 00OB’SI3KOBUM(HM) KITHOYEM
(kr0yamn);

invalid_acsk — Bunukia momunka npu B3aemo/iii AOOHeHTa-
imeHTudikatopa 3 CEepBEPOM aKPEAUTOBAHOTO IEHTPY
cepTudikalii KIoviB,

invalid_server — inmra nomusnka npu o0opo61ii bankom 3anuty
Ha JaHl;

invalid_edrpou —xox  €JIPIIOY  orpumyBaya  JaHUX
(oTpuMaHo 13 cepTH]iKaTy 3amUTy Ha JaHl) HE BIANOBIIAE
YHIKQJIbHOMY  ifeHTH(]iKaTOpy  aOOHEHTCHKOro  BYy3la
AboHeHTa-HamaBaya nocayr/AOOHEeHTa-HagaBava MOCIyTr 31
crieniajJbHUM CTaTycoM (3HaueHHs kiroda memberld).

[Tomunkw, o BU3Ha4arOThCs L{eHTpanibHUM BY3JIOM:
invalid_request — HeKOpeKTHHII 3aIUT Ha JIaHi;
invalid_token — BigcyTHii#i ab0 HEBIpHO 3a3HAYCHHHA KO/
noctymy (access_token) abo Ttepmin mil KOAy JOCTYITY
3aBEPILUBCS;

repeat_request — By3iom AOGoHeHTa-Ha1aBayva
nocinyr/ AGOHEeHTa-Ha/laBaya  MOCIHYr 31 CHeHiaIbHUM
CTaTyCOM 3/11iICHEHO TIOBTOPHUH 3aITUT Ha OTPUMAaHHS JaHUX;
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request_timeout — repmin BiJIITOBI I AOoHeHTa-
imenTrdikaTopa Ha 3aMUT JAHUX 3aBEPIINUBCS,
invalid_response —y BignoBigi AOoHeHTa-11eHTH(IKaTOpa
Ha 3aIUT JAaHUX HEKOPEKTHO 3a3HaueHWi mapamerp (KoY
error ab6o error_description) momuiaku abo0 HeMae Tila
(body) abo Tino Bianosial He y JSON-Gopmari;

invalid_server —mommika 1npu  00poOLi  IEHTPaIbHUM
BY3JIOM 3aIlMTy Ha JIaHi.

error_description | TekcToBHii ONIC MOMUJIKH JISP>KaBHOIO MOBOIO.
Hanpuknan:

«Ha >xanp, y Hac HeMae BCiX HEOOXITHUX JAHUX I[bOTO
KIIIEHTA: **mepenik™*y;

«BiacyTHi 000B’I3KOBHUI KITHOY/KITI0U1: **mepenmik™*y;
«CepTudikatr HeIIHCHUNY;

«Ceptudikar He HaICKUTh AOOHEHTY»;

«Bignosigs Bix OCSP cepBepa He OTpUMaHO. **Ha3Ba LIEHTPY
ceprudikaiii**y;

«Bunukna nomuika npu B3aeMoii 6anky 3 OCSP cepsepom
aKpeAUTOBAaHOTO ILEHTPY cepTudIKalii KiIo4viB. **Ha3Ba
LHEHTPY cepTUdIKAIT™*)»;

«BuHuka momwika mpu B3aeMoxii 6aHky 3 TSP cepBepom
aKpeIUTOBAaHOTO IIEHTPY cepTudikaii KiIo4iB. **Ha3Ba
HEHTPY cepTUdIKAIlT™*);

«ITomunka mpu mnepeBipui koxy €JIPIIOY 3anutyBaua.
[Tomunka: xox €JIPIIOY 3anuTyBaya HEe BIANOBIAE KOIY

a0OHEHTCHKOTO By3/1a AOOHEHTa-HamaBava nociayr/AGoHeHTa
—HaJiaBaya MOCIYT 31 CHEI[IaJIbHUM CTaTyCOM.

code [leBHe 3HaueHHs, fKE€ MOXE JOMOMOITH AOOHEHTY-
11eHTHUdIKATOPY M1 aHATI3Y MPUYUHU TTOMIJIKH.

2.4. lonatkoBa TexHiuHa iHdopMalLis

Y tecroBomy cepenosuili Cuctemu BankID HBY https://testid.bank.gov.ua
(Ha mepioA TeCTyBaHHS HEOOX1IHO BUKOPUCTOBYBATH CaMe 1€ IOMEHHE 1M, Y TOMY
yucli B 3amuTi 3 KOJOM aBTopu3aiii (authorization_code)) B3aemois
[lenTpanmpHOrO BY37a 13 aOOHEHTCHKMMH By3JaMu AOOHEHTIB 3IiHCHIOETHCS
BUKJIIOYHO 3 BUKOPHCTAHHSM YHIKaJbHUX 11eHTHU(IKATOPIB, HaJaHUX AOOHEHTY
anminictpatopoM Cucremu BankID HBY ans tectyBanHs.

Y npomucioBomy cepenoBuiti Cuctemu BankID HBY https://id.bank.gov.ua
B3aemomis lleHTpampHOTO By37ma 13 AOOHEHTCHKMMHU By3inamu AOOHEHTIB
3IACHIOETHCS. BUKIIOYHO 3 BHUKOPUCTAHHSIM MapaMeTpiB, ki BkazaHi y JloroBopi



https://testid.bank.gov.ua/
https://id.bank.gov.ua/

32

NpUETHAHHS Ta YHIKAJBHUX 1MEHTU(IKATOPIB, HAMAHUX aaMmiHicTpaTopoM Cuctemu
BankID HBY.

ITepeJiik a00HEeHTCHKHUX BY3J1iB AOOHeHTIiB-iteHTH]ikaTOpiB y Cucremi
BankID HBY

[TocunanHs Ha TiepesTik a0OHEHTCHKHX By31iB AOOHEHTIB-ieHTH(iKaTOPIB (Y
Json-opmarti): https://id.bank.gov.ua/api/banks.
[Ipuknag cTpyKTypH MO OJHOMY 13 By3J1iB AOOHEHTa-11eHTUdikaropa:
{

"id": "examplebank®,

"name": "bank",

"workable": true,

"memberld": "1234567891",

"logoUrI": "assets/images/banks/examplebank.png",
"order": 15

Onuc

id HazBa aboneHTchKOTO By3na AboHeHTa-inenTudikaropa. Moxe
MICTUTH JIiTepH JaTUHUI, mudpu Ta gedic. 3HAYCHHS
BUKOPUCTOBYEThCSI ~ JIMIIE  TOMAl, KOJM  Tepeajapecauis
KOpPUCTyBaua BIJOYBA€TbCS 4Yepe3 MpsME MOCHIAHHS [0
KoHKpeTHOro banky, a He yepe3 BeOcTopiHKy LleHTpasibHOTO
By3Ja.

name Kopotka Ha3Ba a0O0HEHTCHKOTO BYy3JIa AOoHeHTa-
inentudikaropa B Cucremi BankID HBY. Ha3pa moxe micTutu
JITepH KUPHIINIIL, JIATUHMIT, ITU(PHU Ta CIIemiaabHl 3HAKH.

workable O3Haka poO0OTH aOOHEHTCHKOTO By3s1a. 3HaueHHs boolean:
true — aOOHEHTCHKUI BY30J1 MPAITIOE;
false — po6oTy a0OHEHTCHKOTO By3J1a IPU3YITHHEHO.

memberld VHikanbHUH 11eHTU(]IKaTOp aOOHEHTCHKOro By3ia B Cucremi
BanklD HBY. Cknagaerscs 3 mudp:

nepuii 8 — kox €JIPIIOY;
OCTaHHI 2 — MOPSAAKOBUN HOMEP a0OHEHTCHKOTO BY3JIa.

logoUrl BinHocHe mnocunaHHsS Ha JIOTOTUI Aa0OHEHTCHKOIO BY3Ia
AlGoHeHTa-ineHTu(ikaTopa pO3MIMIEHOTO Ha BEOCTOPIHII
[{enTpanbHOTO By37a.

order [lopsinkoBuit  HOMEp aOOHEHTCHKOTO By3la AOOHEHTa-
inenTudikaropa Ha BeOcTopiHii LlenTpansHOTO By3Ia.



https://id.bank.gov.ua/api/banks

33

Iepesik AdonentiB y Cuctremi BankID HBY

[Tocunanus Ha nepenik AOGOHEHTIB (y Json-hopmari):
https://id.bank.gov.ua/v1/api/abonents.

[Mpuknan 3amuty mno 3HadeHHio €JIPIIOY  AGonenTta, Hampukian:
https://id.bank.gov.ua/vl/api/abonents/?edrpou=37508596.

[Tpukian 3anuTy o 3HAYEHHIO “memberld”:—
https://id.bank.gov.ua/vl/api/abonents/3750859601.

[Tpuknaza BiANOBIAL IO OAHOMY 13 AOOHEHTIB:

{

"name": "YcranoBa Ykpainu'",
"edrpou™; "12345678",
"connectDate": "01.12.2016",
"type™: 0,
"categoryCode": "05",
"categoryName": "Jlep>xaBHa yctaHoBa",
"units": [{
"type": 0,
"name"': ""KommuiekcHa iHdopmariiifHa cuctema',
"host": " https://kkk.gov.ua",
"memberld"; "1234567891"

H
}
name Ha3zsa Ao6onenta B Cucremi BankID HBY. Moxe mictutu
JTTEPU KUPWINIIL, TATUHUII, ITUGPH Ta CTICIiaIbHI 3HAKH.
edrpou Kox €IPTIOY.

connectDate JlaTa migkmroueHHs AGonenrta 1o Cuctemu BankID HBY.

type Craryc Abonenrta B Cuctemi BankID HBVY:

0 — AGoHeHT-Ha1aBau nociayr/ AGOHEHT—Ha aBa4 MoCiyT 3i
CHeIlaJIbHUM CTaTyCcoM,;

1 — AGonenT-inenTudikarop;

2 — AGoHeHT-inenTu(dikaTop Ta/abo  AOOHEHT-HagaBa4
nociyr/ AGOHEHT—HaiaBay MOCyYT 31 CICI[IaIbBHUM CTaTyCOM.

categoryCode | Kon kateropii Abonenta. Cknagaerbes 3 uudp. Haza xomy
kateropii B categoryName.

categoryName | Ha3ga kateropii A6onenrta. Ckiaiaerbes 3 JITep KUPUITHILLIL.

disabledType | Po6ory abGonenta B Cucremi BankID HBY Tumuacoso
3YNUHEHO y CTaTycCl:

0 — AOoHeHTa-HaIaBaua nocinyr/ AGOHeHTa—Ha1aBaya
MOCJIYT 31 CHEIliaJbHUM CTaTyCOM;



https://id.bank.gov.ua/v1/api/abonents
https://id.bank.gov.ua/v1/api/abonents/?edrpou=37508596
https://id.bank.gov.ua/v1/api/abonents/3750859601
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1 — AGonenTa-ineHTudikaropa;
2 — AGoneHnTa-ineHTudikaTopa Ta/abo AOOHEHTa-HaJaBayva
nocinyr/AOOHeHTa—HaJaBaya  IOCIYr 31 CIHeliaJbHUM

CTaTyCOM.
units AGonenTcrki By3im AGoHenTa B Cuctemi BankID HBY.
units.type Tun aGOHEHTCHKOTO By3j1a AOOHEHTA:

0 — abGoHeHTChKUU By30s1 y craryci AOOHEHTa-HajaBaya
nociiyr/AOOHEeHTa—HajaBaya  MOCIYr 31  CHEIliadbHUM

CTaTyCcoM;
1 —abonenTcpkuii  By3on y  craryci  AOOHEHTa-
11eHTudiKaTopa.
units.name Haszea abGonentchkoro Bysna AOoneHta B Cucremi BankID
HBY.

units.memberld | Yuikanpamii iteHTHdIKATOP A00HEHTCHKOTO By371a AOOHEHTa B
Cucrtemi BankID HBY. Cxnagaetsces 13 3HaKIB:

nepuii 8 — kox €JIPIIOY;
OCTaHHI 2 — MOPSAAKOBUM HOMEp a0OHEHTCHKOTO BYy3Ja
AOoHeHTa.

[ndopmariiss g AGoHeHTiB-imeHTHdIKATOPIB, sKI0 AOOHEHT Oyze
BUKOPUCTOBYBaTH OaratoakTOpHy aBTEHTH(QIKAII0 KII€EHTA 3a JOTOMOTOIO
MOOUIBHOTO 3aCTOCYHKY OaHKy, TO IJisi KOPEKTHOI ileHTu(ikaiii B MOOUIEHOMY
3actocyHky “/I[5” Jlep>kaBHoro mignpuemctsa “J15”, HE0OX11HO BUKOPUCTOBYBATH
HaJIallITYBaHHS BIJIITOBITHO hie} crienmdikarii
https://id.bank.gov.ua/assets/docs/specification_redirect Diia-2.pdf.

3. 3axuct indopmanii B Cucremi BankID HBY

3.1. 3arajibHi MOJI0KEeHHS Ta BUMOTH 10 KYPHAJIIB ayIUTy

[TepenaBanus iHdopmarrii mix Adonentamu Cuctemu BanklD HBY nosunHO
31MCHIOBATHCSA 13 3a0€3MeUeHHIM KOH(P1IEHIIMHOCTI Ta KOHTPOJIIO I[iJTICHOCTI.

AOoHeHTChKI By3n1u AOoHeHTIB Ta lleHTpanpHUN By3071 3a0e€3Me4yrOTh
igeHTudikamio Ta OaratodakTopHy aBTeHTU(IKAILII0 Yy CBOiX 1H(opMaIiiiHo-
TEJIEKOMYHIKAIIMHUX CUCTEMaxX 13 BUKOPUCTAHHIM KPUNTOrPadiyHOTO MPOTOKOITY
TLS (Transport Layer Security), BUMOTH 70 SIKOTO HaBEACHO HILKYE.

VY aboneHTCchKUX BY37iB AOOHEHTIB Ta LleHTpasbHOTO By3na 3A1HCHIOETHCS
peectpallis mofii nusixoM GopMyBaHHS:

- )KypHaJIIB ayJIUTy B TEKCTOBOMY (popmaTi 3 KOJYBaHHSM, IO MIATPUMYIOThH
CUMBOJIM KUPWIIHII];


https://id.bank.gov.ua/assets/docs/specification_redirect_Diia-2.pdf

35

- CJICKTPOHHUX 3BITIB XXYpPHAIIB ayAUTy 3T1AHO 3 JlomaTkoM 4, 3 MOKIIUBICTIO
BUKOHAHHS BUTSATIB 32 HEOOX1THUM TTEPiOI.

VYci3anucu B )KypHajiax ayAuTy MOBUHHI MICTUTH J1aTy, 4ac MOii 1 MITKY TOIIi.
MiTky mozii noTpiOHO 3amMCyBaTH Mij Yac 3aUCy MO/l Ha TOYaTKy psIaKa.

[Hdopmarris mpo yci noii 3anuTy Ha eIeKTPOHHY JUCTAHIIMHY 1AeHTH(IKAII10
MOBUHHA BioOpakaTtucst (rpymyBaTHCs) B OJHOMY pPAAKY ENeKTpoHHOTO 3BITY
KypHaiy ayauty (Jonatok 4).

Mirka momii ckiamgaetbess 3 mpedikca «MARKY, inentudikatopa moii,
inenTudikaTopis cecii sidBi 1 state, sxi po3nist0THCS AedicoMm.

Inentudikarop cecii sidBi — 3a3HauaeThcs B yciX MITKax IOJIIN
a0OHEHTCHKUM BY3JIOM AOoHeHTOM-iAeHTHdiKaTopoM Ta lleHTpanbHUM By3JIOM.
AOoHEeHTOM-Ha/laBaueM MoCIyr/AOOHEHTOM-HaJjaBayeM TOCHyr 31 CIeliaJbHUM
CTaTycoM 3a3HadaeTbes y wMitmi moxii ResponsPOST13 micns oTpuMaHHS
1AeHTU(IKaTOpa B €JIEKTPOHHOMY MIATBEPIKEHHI 11€HTU(DIKALII].

Inentudikarop cecii state — 3a3HayaeThCca y BCIX MITKax MOMIIN
a0OHEHTCHKUMHU  By3JamMu  AOOHEHTaMU-HaJlaBayaMu  mociyr/ AGOHEHTaMH-
HaJlaBayaMu MOCIYT 31 cnerianbHuM crarycoMm Ta 'y Mitii noaii GET1 Llentpansaum
BY3JIOM.

[Tpuksaau MITOK TIOJTINA:

* MARK - GET4 - sidBi=f0db3653-c0b2-4970-aa32-c599d02462el
(kypHaJI aynuTy aOOHEHTCHKOTO By3i1a AOOHEHTa-11eHTU(DIKaTOpa);

*« MARK - GET1 - state=dfad23a3e38023526d76bbae40ade73c576afb09
(CKypHAJ ayauTy a0OHEHTCHKOTO By3la AOOHEHTa-HajaBada mociyr/AOoHeHTa-
HaJaBaya MoCyT 31 CICIialbHUM CTaTyCOM);

*« MARK - ResponsPOST13 -  sidBi=f0db3653-c0b2-4970-aa32-
c599d02462el - state=dfad23a3e38023526d76bbac40ade73c576afb09 (xypHaid
aynuTy aOOHEHTCHKOTo By3ja AOOHEHTa-HajaBaya Mociayr/AOOHEHTa-HalaBaya
HOCJIYT 31 CIIEIIaJIbHUM CTaTyCOM);

* MARK - GET1 - sidBi=f0db3653-c0b2-4970-aa32-c599d02462el -
state=dfad23a3e38023526d76bbae40ade73c576atb09 (kypHan ayIuTy
[lenTpasibHOTO BYy3I1a).

XypHan aynuty aOOHEHTChKOTO By3iia AOOHEeHTa-HaaBa4ya nociyr/AGoHeHTa
-HaJlaBayva MoCJIyT 31 CIeiaIbHUM CTaTyCOM MTOBUHEH MICTUTH BIJOMOCTI TIPO (haKTH
TTOIM:

- BIAMpPABJICHHA €JEKTPOHHOTO 3amuTy Ha iaeHTHdikauiio llenTpanbHomy
BY3J1y, OTPUMaHHS €JIEKTPOHHOIO MiATBEepIKeHHs iaeHTudikanii Bix LlenTpansHoro
By3Jla, PE3yNbTAT PO3MM(PYBaHHS E€ICKTPOHHOTO MIATBEP/DKEHHS 1AeHTH(IKAII],
pe3ynbTaT  TMEpPeBIpKM  KBaTI(PIKOBAHOTO  E€IEKTPOHHOTO  MIAMUCY/TIEYATKH,
HakJ1aIeHoro AGOHEHTOM-171eHTH(PIKaTOPOM.
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XKypnan aynuty aGOHEHTCHKOTO By3i1a AOOHEHTa-iAeHTU(]iKaTOpa MOBUHEH
MICTUTH B1IOMOCTI PO (HaKTU MOINH:

- 3BepHeHHA kopucTyBaya Cucremu BankID HBY, pesynbrar ompairoBanHs
3BepHeHHS KopucTyBada Cucremu BankID HBY, daxt BianpaBieHHs eIeKTPOHHOTO
niaTBepKeHHs inenTudikaii LleHTpansHOMY By3ITy.

Kypnan aynuty LleHTpanbHOro By3Jia HOBUHEH MICTUTH BIAOMOCTI PO (pakTu
MMOJIIH:

- MIPOXO/KEHHS EJICKTPOHHOTO 3amuTy Ha 1eHTHdIKalio Big AOOHEHTa-
HajaBadya mociayr/AOOHEeHTa-HagaBa4ya TOCIYT 31 CHCIaJbHUM CTaTyCOM depe3
[enTpanbuuii By3oi 10 AGOHEHTa-171eHTU(hIKaTOpa Ta MPOXOKEHHS €JIEKTPOHHOTO
MiATBEp KeHHS ineHTudikamii Bix AGoHeHTa-1eHTudikaTopa yepes LlenTpanbuuii
BYy30J1 10 AOOHEHTa-HaaBavya nociayr/AOOHEeHTa-HaaBaya Mmociyr 31 CrelialbHIM
CTaTyCOM.

B  xypHami = ayaury  aOOHEHTCbKMM  By30on  AOOHEHTa-HajaBaya
nociayr/AOOHeHTa-HalaBaya TMOCIYT 31 CHElialbHUM CTaTycOM Ta aOOHEHTCHKHUI
By30J1 AOOHeHTa-iieHTu(iIKaTopa 3000B’s3aHI 3alMUCyBaTH MITKH MOJIINA 3TiIHO
1AeHTU(IKATOpIB MOAIN, K1 BkazaHl y Jlogatky 3. AOOHEHTH, aJMIHICTPATOPH
aOOHEHTChKUX BY3MiB, aaMmiHicTpatopu Cucremu BankID HBY wmatote mnpaso
CaMOCTIMHO BU3HAYATH JOJIATKOBI MOJI1, 0 (DIKCYIOTHCS Y BIAMOBITHUX JKypHaJIax
ayJIuTy.

Kypnanu ayauTy NMOBWHHI MaTH 3aXUCT BiJ] HECAHKI[IOHOBAHOTO JOCTYIY,
Moaudikailii, 3HUIICHHS (pyiHYBaHHs) Ta 30epiraTucs He MeHIne 90 KaneHIapHuX
JTHIB.

3.2. Bumoru 10 BuUKopucTanHs kpunrorpadgiudoro nporokoay TLS
Ta BiAMOBITHUX cepTU(IKATIB BiIKPUTHUX KJIIOYiB

AGoHeHTChKI By31u AOOHEHTIB Ta LleHTpanbHUI By30s JJIi BCTAaHOBJIEHHS
Oe3neyHoro 3’€AHaHHS MDK c00010 Ta 3 kopuctyBayamu Cuctemu BankID HBY
MOBUHHI BUKOPUCTOBYBATH KpunTorpadgiuauii npotokos TLS He Huxue Bepcii 1.2, a
TaKOX BIJMOBIIHI OCOOUCTI KJTF0U1 Ta CEPTUPIKATUA BIAKPUTHX KITFOUIB.

VY nporokoni TLS nonyckatoTbest pi3Hi kpunrorpadiuyHi HabopHu.

Kpunrorpadiunuii HaOip y3roJiKyeTbcsi Mk KIIEHTOM Ta CEPBEPOM IIiJl 4ac
BCTAHOBJICHHS1 3’eAHaHHs. KilleHT mnepenae cepBepy CIHMCOK MiITPUMYBaHUX
kpunrorpadiuHux HabOPiB, a cepBep 0OMpae OMH 13 HUX IS 3aXUCTY 1H(POpMaITii.

CepBepy HE TMOBHMHHI 3aCTOCOBYBaTH KpumnrorpadiuHi HaOOpu, sKi HeE
BUKOPHUCTOBYIOTh IU(PYBaHHA ab0 KoM Ansl MU(PYBAHHS BUKOPHUCTOBYETHCS
anroput™M RC4 (y poni EncryptionAlg Bctanosneno NULL a6o RC4).

Hna mudpyBanas iHpopmMalii MOBUHHI BUKOPHCTOBYBATHCS CHUMETPUYHI
KpuUnTorpadiuHi anropuTMH 3 JOBXKHUHOIO KIItoua He MeHI sk 128 OiT.
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He pexomeHyeTbest 3aCcTOCOBYBAaTH KpUrnTorpadiuai Habopu, sKi 17 0OMiHy
KII0YaMH BUKOPHUCTOBYIOTh cTraTuuHuid RSA. JloBxuHa Biakputoro kimoua RSA
noBuHHAa Oyt He MeHmow HiK 2048 06iT. 3a00poHEHO 3aCTOCOBYBATH
Kpuntorpadiuxi HabopH, Ki BAKOPUCTOBYIOTH MONEPETHBO Y3TOKEHHI 3aradbHHMA
cekpetHuil kitou (PSK).

JJist y3roJIKEHHsI CEaHCOBHUX KJIIOUIB BUKOPUCTOBYIOThCS npoTokonn DHE Tta
ECDHE. JlopxuHa BiIKpUTOro Kiaroua sl nportokoiay DH mnoBunHa Oyt He
MeHmoo Hik 2048 6it. JloBxkuHa Biakputoro kiroya miga npotokony ECDHE
MOBUHHA OYTHU HE MEHIIIOI0 HIXK 256 OIT.

PexomeHmy€eThCS BUKOPUCTOBYBATH TaKi Kpunrorpadiuai Habopu:
TLS_DHE_RSA WITH_AES_ 128 GCM_SHA256;
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA?256;

TLS DHE_RSA_WITH_AES_256 GCM_SHAS384;

TLS ECDHE_RSA WITH_AES 256_GCM_SHA384.

AOGOHEHTaM pPEKOMEHAYEThCS BHUKOPUCTOBYBAaTH CEPTH(PIKATH BIAKPUTHX
kimouiB posmmpenoi nepeBipku (Extended Validation Certificates, mami — EV SSL
ceprudikar) y popmati X.509 Bepcii 3, ane ve Hmwkue OV (Organization Validation).

PekomeHy€eThCS BUKOPUCTOBYBATH Opay3epH MPOBIIHUX PO3POOHUKIB (TaKUX
sk Apple, Google Inc., Microsoft Corporation, Mozilla Foundation, Opera Software
ASA) ta orpumyBatu EV SSL-ceptudikatu Bij 1eHTpiB cepTudikaiii KIrviB
(certificate authority/CA), moBipeHHX JJIs BiAMOBIIHUX Opay3epiB.

EV SSL-ceprudixkar ne moBunen matu tun Wildcard. V posmupensi
“JlomaTtkoBi gani mignucyBada’ ("subjectAlternativeName") EV SSL ceptudikara e
nomyckaetbesi Bukopuctanuss URL, sikuit Bigpizusersea Binm URL, 3a3nauenoro B
“pexBizuTi mianucysada” ("commonName") mosst “Ilinmucysaua” ("subject").

3.3. Bumoru 10 3a0e3ne4enHsi KoHpigeHuiiiHoOCTI Ta
KOHTPOJII0 HLTICHOCTI eJIEKTPOHHOI AHKETH

AOGoHeHT-11eHTH(IKATOp TIEpe/1 epeaBaHHAM €JICKTPOHHOTO MiATBEPIKEHHS
iaeHTrdIKalii 3 iIHpopMalli€ro PO KOPUCTyBaya 3 BUKopuctanHsaM Cucremu BankID
HBY nocnigoBHO BUKOHYE Taki onepariii:

- HAKJIa/Ia€ Ha EJIGKTPOHHE MiATBEpJKEHHS 11eHTU(diKawii KBai(ikoBaHy
CJICKTPOHHY TI€YaTKYy;

-mudpye MiAOUCaHE EJIEKTPOHHE MIATBEpIPKeHHA  ineHTugikamii 3
BUKOPHUCTAHHAM KBaiiikoBaHOro ceptudikata mudpyBaHHs Toro AOOHEHTa-
HasiaBada nociayr/AOOHEHTa—HaJaBaya MOCIYT 31 CHeliadbHUM CTaTyCOM, SIKOMY
nepeae eJIEKTPOHHY aHKETY.



38

KBanidixoBanuii ceprudikat mmdpyBaHHs, SIKHH OTpUMAaHUN Y OyAb-sSKOTO
AIICK (KHEAIT) Vkpainu, mae Oytu Buganuii Ha €J[PTIOY ycraHoBm, 3 SKOIO
yKJIaaeHo qoroBip npuegHanus 10 Cuctemu BankID HBY.

AOGoHEHT-1IeHTU(PIKATOp Ma€ MPaBO 3aMICTh KBalli(PiKOBAHOI €MEKTPOHHOI
NeYaTKU HAKJIa/laTy Ha €JIEKTPOHHE MiATBEPKEHHS 1eHTH(iKaIlli KBai(hiKOBaHUH
CICKTPOHHUN  TIANHUC  yHOBHOBWXKEHOI  ocobum  AOoHeHTa-imeHTudikaTopa
(kBamidpikoBaHUM cepTU(]IKAT y TAKOMY BHUIIAJKY MTOBUHEH OyTH BUJAHMK (Pi3UUHIM
oco0i-npeacTaBHUKY AOOHEHTa-17IeHTU(IKaTOopa 13 BHECEHHSIM BIJIMOBIIHUX JaHUX Y
nosist ceptudikara, 30kpema, koxy €JIPIIOY uporo AbOoHeHTa-ineHTH]IKATOPA).
AOOHEHT-1IeHTU(IKATOP HAKJIAJAa€ HA EJIIEKTPOHHE MMiITBEPHKCHHS 17eHTU(IKAIT
CBOIO KBaJli(DIKOBaHY EJIEKTPOHHY Me4aTKy (KBasli(piKOBAHUM €IEKTPOHHUMN ITiIMHC
— KEII, 3akon Ykpainu «IIpo enekTpoHHy 11eHTH(DIKALIIO Ta €IEKTPOHHI JOBIpUl
nociyru» https://zakon.rada.gov.ua/laws/show/2155-19#Text) BiamOBiIHO 1O BUMOT
«IIpo BCTaHOBIEHHS BHUMOI JO TEXHIYHUX 3ac001B, MPOILECIB iX CTBOPEHHS,
BUKOPUCTAaHHA Ta (DYHKIIOHYBaHHS Yy CKJIaJl 1H()OpMaLIHHO-TEIEKOMYHIKAIHHUX
CUCTEM MiJ 4Yac HaJaHHS KBali(PIKOBAaHUX EJIEKTPOHHUX JOBIPUUX MOCIYT»,
3aTBEp/KEHUX HakazoM MiHicTepcTBa 1u(poBoi TpaHchopmaiii YKpaiHu Ta
AJIMIHICTpaLIEI0 JEPKaBHOI CYKOU CHELialbHOrO 3B’ SI3Ky Ta 3aXHUCTy 1H(popmarii
B11 30.09.2020 Ne140/614 ta Bumor.

[udpyBanus/po3mmdpyBaHHs €IEKTPOHHOTO MMiITBEPHKEHHS 11eHTUdIKAIT
B1I0YBa€ThCS 3TiAHO 3 aIrOPUTMAMH Ta IIpaBUJIaMHM, SK1 BU3Ha4YeHI Bumoramu mo
dbopmatiB kpuntorpadiyHUX MOBITOMIICHb.

VY3romKkeHHs Kto4iB MU pyBaHHS 32 3aMOBUYBAHHSIM 3/11HCHIOETHCS 3
BUKOPUCTAHHSAM CTaTUYHOTO MEXaH13My. SIKII0 mapamMeTpu KPpUNTorpadpiaHoro
QITOPUTMY CTATUYHOI KJIFOYOBOI MapH BiANPABHUKA HE €KBIBAJICHTHI MapamMeTpam
KpUNITOTPadiuHOTO AITOPUTMY CTATUYHOI KJIFOUOBOI MapH OJIep:KyBaya, MTOBUHEH
3IIMCHIOBATUCSA MTEPEXiJ 10 3aCTOCYBAHHS IMHAMIYHOTO MEXaHI3MY y3TOJIKEHHS
KJTFOYIB.



https://zakon.rada.gov.ua/laws/show/2155-19#Text
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Honmatoxk 1

no Crienudikarii B3aemo/1ii aDOHEHTCHKOTO
By371a 3 eHTpabHUM By3s10M Cuctemu BankID

HamionansHoro 6anky Ykpainu

EnexTponna ankera (3 mepeJiikOM Ta ONMCOM JOIyCTUMUX KJIKYIB) Ta CTAHAAPTH30BAHI HA0OPH JAHMX

EnexTpoHHa aHkera

CrangapTu3oBaHi HAOOPH TaHUX
(mapamerp dataset)

3HayeHHd **

Korou Onnuc 11112 13|21 | 22|23 |31 (32|41 |42|51|61|71
(dhpopmaTt Ta BUMOTH)
cert* ®opmar ceptudikary DER, Kgamigikosannit ceprudikar
3aKOZ0BAaHO 33 CTaHAAPTOM mUQpyBaHHS.
BASE64.
memberld XXXXXXXXNN — ze: VYHikanapHu# ineHTHdiKaTop
XXXXXXXX - a0OHEHTCHKOTO By311a AOOHEHTA B
inenTugikarop abonenra (kog | Cucremi BankID HBVY.
€JIPTIOY); NN —
MOPSIAKOBUI HOMEDP
aboHeHTCHKOro By3ia. Kimou Texaiyuuii 6JI0K KJIIIOUIB
Ta 3Ha4YEHHS J0/IAI0ThCs
IleHTpanbHUM BY3JIOM.
sidBi Kutrou ta 3HaueHHs Inentudikarop cecii.
Joparotees LleHTpansHuM
BY3JIOM.
type physical 3HaueHHs ineHTHdikanii ocooun. Ha
JTAaHWUH Yac MPUIMaE TUTBKU OHE
3Ha4yeHHs — physical
fields | MacuB 3 xaHuMH MO 0CcOOI = |= |®» (& |&a |& | |&a /& |& |&» |8 |&
lastName* TpizBuie s (s |e (& |& & [& |8 |8 [« [« [« [&
firstName* Im’s . . . . . . . . . . . . .
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX

(mapametp dataset)

Kiarou

3HayeHHs **
(popmaT Ta BUMOrH)

Onuc

11

12

13

21

22

23 | 31|32 |41 | 42

51

61

71

middleName*

VY pa3i BiZICyTHOCTI 11O
0aThKOBI Y TOKYMEHTax
KOPUCTYBa4a, HEOOX1THO
nepeaaBaTi 3HAUCHHS
«n/ap®*E,

MOXJTHBI 3HAYCHHS:

'mo 6aTpKoBi' 200 'n/a’.

ITo 6arbKOBIi

phone*

Howmep tenedony moxxe mMatu
TITBKH ONU(GPOBE 3HAYCHHS Ta
BigMOBigaTH popmary
CCNDCSN, e CC —xox
kpaiau, NDC - HamioHaIbHHMA
KoJ mpu3HadeHHs, SN -
HOMEp KOPHCTyBaya.

Skuio y kopucryBaua
JIeKiJIbKa HOMepiB

KOHTaKTHOTO Tesie(h)OHY, TO
3HAYCHHS PO3AUISIOTHCS
3HAKOM KOMH «,».
Hanpuxman: 380501234567,
380971234567

Howmep (1) koHTaKTHOTO TeneoHy

inn*

Mo>xHBi 3HAYCHHS:
KXXXXXXXXX' —
PHOKTIIII, ne X moxxe Matu
nuire nudpoBe 3HAUYSHHS;
'NNXXXXXX" - macnopr,
e NN — cepist, XXXXXX —
udpoBe 3HAYCHHS HOMEPY
acropTa;

XXXXXXXXX' —

HoMmep id kapTku, e X MoxKe
MAaTH JIHIIe TUPPOBE
3HAUCHHS;

Jis pe3unenTa - peecTpariitauit
HOMep OOJIIKOBOI KapTKH IUIATHUKA
nojaTkiB abo Homep (Ta 3a
HasSBHOCTI - CEpisl) macnopTa, B
SKOMY TPOCTaBJICHO BiMITKY PO
BiIMOBY BiJl IPUHHATTS
peecTparniitHoro Homepa o0JIiKOBOT
KapTKH IUTaTHUKA MTOJIaTKiB 200
HOMep IacropTa i3 3alKucoM Mpo
BiJ]MOBY BiJl IPUAHATTS
peecTpamiitHoro Homepa 00JIiKOBOT
KapTKH IUIATHHUKA TTOJIATKIB B
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CranpaprusoBaHi HadopH JaHHUX

Eaexrponna ankera (mapamerp dataset)

%%
Koy 3navenns Onuc 1112 |13 |21 |22 23|31 |32 |41 |42|51
(popmaT Ta BUMOrH)

abo 'n/a’. €JIEKTPOHHOMY O€3KOHTaKTHOMY
HoCIl.

Jlnist HepesuieHTa — peecTpariiHui
HOMep OOJIIKOBOI KapTKH IIaTHUKA
nojaTkis abo 'n/a’

clid VYHikajpHU#H ineHTHdIKATOP 0cO0H .
(xnienra) B OaHky. Y BUNAKy
AKIO OaHK He Ma€ TaKOro
iIeHTH(IKaTOpa, MOMXKINBO BKa3aTH
3HA4YeHHS KJIo4a inn abo cepiro i
HOMep IacIopTa.

clldText “Iadopmariist HagaHa 3 CraTHYHUIA TEKCT 3 iH(pOpMAIIi€to
BUKOpHUCTAaHHSIM CHCTeMU po HajaHi AaHi AOGOHEHTOM-
BankID HBY dd.mm.yyyy IICHTU(IKATOPOM IIOJI0 0COOH,
hh.mm” JaTa 1 9ac HaJaHHA
dateOfBirth* dd.mm.yyyy Jlata HApOKEHHS . = |-
SIKmo 1oKyMeHT ocobu He Micle Hapo/PKeHHS (32 HasBHOCTI) .
placeOfBirth* nependavae HasIBHOCTI

BiJOMoOCTe#l Impo micte
HapOJKCHHS, HEOOX1THO
nepenaBaTi 3Ha4eHHs N/a’.
MoO3KJIUBI 3HAYEHHS:

'Miciie HapopkeHHs' abo 'n/a’.

nationality* MosxnuBi 3Hayenns: "UA'/ I'pomansgHcTBO HepesuueHTa (11 . = |-
'UKR' abo iHmmit miTepHUit PE3UICHTIB 3aIIOBHIOETHCS 32
KOJ| KpaiHHU 3a CTaHAapTOM HasIBHOCTI)
ISO_3166-1 (alfa-2/alfa-3)
abo 'n/a’.
sex* MoJnBi 3HaUEHHS: Cratp . . .

JaTUHCHKA JliTepa M —
gosoBiya abo F — xiHoga
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX

(mapametp dataset)

3HavyeHns **

Koy Onuc 11112 (13121 (22|23 |31|32|41 |42 51 |61|71
(popmaT Ta BUMOrH)
email* Slkmio y xopucryBada Anpeca enekTpOoHHOT momTH (32 . = |- . . . .
BIJICYTHsI aJjpeca eIeKTPOHHOI | HasBHOCTI)
MOIITH, HEOOX1THO
nepenaBaTy 3Ha4eHHs 'N/a’.
MoITHBI 3HAYCHHS:
'agpeca eJIEKTPOHHOI NOIITH'
abo 'n/a’.
socStatus Hanpuxnan: “crynent”, CormiansHUN CTAaTyC .
“neHcioHep”’, “THIMYacoBO
0e3pobiTHMIT”,
“Impauror4un’,
“HeperyJisipHa 3alHSTICTh” .
workPlace Micue poboTu. .
(3aMOBHIOETHCS 151 COL[IAIEHOTO
CTaTyCy «HpaIIOI0YHii» abo
«HEpEeTyJIsIpHA 3aHATICTHY)
position IMocana .
(3aImOBHIOETHCS JIJIS COLIATILHOTO
CTaTyCy «IpaIolYmii» ado
«HEpeTyJpHA 3aHATICTH)
flagPEP MoKITMBI 3HAYCHHS: O3Haka, Y¥ BU3HAYeHA 0co0a .
1 —raxk, 0 — Hi. MOBipeHOI0 AOOHEHTOM-
iIeHTH(IKATOPOM TaKOIO, L0
HaJIeXKUTH 10 Kareropii PEP
(my6mivHO 3HaYyII 0COOH, YICHH
ciM’1, OB’ s13aHi) BiMIOBIIHO 0
3aKOHO/IAaBCTBA
flagPersonTerror Mo>JIMBI 3HAYCHHSI: O3Haka, ui BU3HaueHa 0coba .
1 - Tak, 0 — Hi. MOBipeHOI0 AOOHEHTOM-
IICHTU(IKATOPOM TAKOIO, IO
BKJIFOUEHA JI0 TIEpeIiKy ocio,
[I0B’sI3aHUX 31 3A1HCHEHHIM
TEPOPUCTHYHOI JisIbHOCTI 200




43

EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popmaT Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

LIOJ0 SIKUX 3aCTOCOBAHO
MIXKHAPOIHI CaHKITIT

flagRestriction

MOKITHUBI 3HAYECHHS:
1 - rak, 0 — Hi.

O3Haka, yu BU3HAYeHa ocoba
MOBipeHOI0 AOOHEHTOM-
IIeHTU(IKATOPOM TaKOI0, [0
BKITIOYEHA JI0 TIEPEeTiKy 0ci0, moI0
SIKMX 3aCTOCOBaHI IMepPCOHAIBHI,
cremniajgbHi EKOHOMIYHI Ta 1HIII
0o0OMexyBallbHI 3aX0/1 (CaHKIIT),
cankuii PHEOY

flagTopLevelRisk

MOo>KIIMBi 3HAYEHHS:
1 - Tak, 0 — Hi.

O3Haka, Yu MPUCBOEHO 0COO1
MOBipEHOI0 AOOHEHTOM-
ineHTH(IKATOPOM BUCOKHIA
(HEenpUITHATHO BUCOKUII) PiBEHb
pusuky [IBK/OT

uaResident

MoOKITUBI 3HAYEHHS:
1 - rtak, 0 — Hi.

O3Haka, Yd BU3Ha4YeHa ocoba
MOBipeHOI0 AOOHEHTOM-
IICHTU(DIKATOPOM TAKOIO, IO €
pe3ugeHToM YKpaiHu

phoneNumberChange

dd.mm.yyyy

JlaTa BCTaHOBJICHHsI a00 JjaTa 3MiHH
(piHaHCOBOTO HOMEPY TelleOHY B
cucrtemax AOOHEHTa-
ineHTHdikaTopa

identificationDate*

dd.mm.yyyy

JaTta npoxomxeHHs
ineHTudikamnii/mepeinenTudikamii(a
MIEPEBIPKOIO 1IeHTU(IKALIITHOTO
JIOKYMEHTY) 0CO00I0

clarificationDate

dd.mm.yyyy

JlaTa 0CTaHHBOI'O YTOUHEHHS
iH(popMarii mpo ocoly

addresses

MacuB THIIB ajgpec Ta aApecHUX AaHHUX 0co0H
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popmaT Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

type*

MO)KJ'II/IBi 3HAYCHHA .
factual.

Tun aapecu MPOXXKUBAHHS:
factual — daxruuna agpeca
MPOKUBaHHI (Miciie IepeOyBaHHS).

fields

MacuB apecHUX JaHUX 0COOHM

country*

MooxiuBi 3nauenns: 'UA'/
'UKR' abo iHmwii JliTepHAit
KOJ| KpaiHHU 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).

Kpaina npoxuBanHs

index

XXXXX'— ne X moxe
MpUAMAaTH TUTBKH TH(PPOBE
3HAYCHHS

ITowrroBuii iHAEKC

state*

SIkio ajpeca KOpUCTyBava He
nepeabdavae HassBHOCTI
o0IacTi, He0OXiIHO
nepenaBaTi 3Ha4eHHs N/a’.
MokIuBi 3HAYEHHS:

'Ha3Ba oOiacTi' a6o 'nfa’.

Oo0macth

area*

Skio axpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
paiioHy, He0OXiIHO
nepenaBaTy 3HaYeHHs 'N/a’.
Mo>kInBI 3HAYEHHS:

'Ha3Ba paiiony' abo 'n/a’.

Paiion

city*

Ha3Ba HaceneHOro nmyHKTy

street*

Skuo axpeca KopucTyBaya He
nepen0avyae HasIBHOCTI THITY
BYJIUII (HATIPUKIIAM: BYJIHIIS,
y3BIi3, IPOCTIEKT 1 T1T) Ta ii
Ha3BH, HEOOXITHO TIepeiaBaTH
3Ha4YeHHs 'n/a'. MoxnmBi

Tun BynuIi (HAPUKITA]: BYJIHIS,
y3BI3, IIPOCIIEKT 1 T1T) Ta ii Ha3Ba
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popmaT Ta BUMOrH)

Onuc

11

12

13

21 |22 |23 (31 |32|41 42|51 |61

71

3HAYCHHS: 'TUI BYJIHII Ta i
Hassa' abo 'n/a'.

houseNo*

SIkmo agpeca KOpUCTyBada He
nepeabdavae HasBHOCTI
HOMeEpY OyIHUHKY, HEOOXiTHO
nepenaBaTy 3HaYeHHs N/a’.
MOXITHBI 3HAYCHHS:

'HoMep OyauHKY' abo 'n/a’.

Howmep Oynusky (i 32 HasIBHOCTI
niTepa Oy IUHKY Ta/abo HOMEp
KOpITyCy/0JI0Ky/CeKIIiT)

flatNo*

Skio agpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
HOMeEpY KBapTUpPH, HEOOXiTHO
nepenaBaTi 3Ha4eHHs N/a’.
MoIMBi 3HAYEHHS

'HoMep KBapTupH' abo 'n/a’.

Howmep xBapTupu (i 32 HasIBHOCTI
JiTepa KBapTHUPH)

type*

Mo>KJIUBI 3HAYEHHS:
juridical.

Tun anpecu NpoKUBaHHSA:
juridical — agpeca peecrparii
(Micue npoXKUBaHHS)

fields

MacuB aapecHUX JaHUX 0CO0H

country*

MooxiuBi 3nauenns: 'UA'/
'UKR' abo iHmmit mitepHuii
KOJI KpalHH 3a CTaHapTOM
ISO_3166-1 (alfa-2/alfa-3).

Kpaina peectparii

index

XXXXX'— e X moxe
MPUIMATH TiBKH ITUPPOBE
3HAYCHHS

ITowmrroBuii iHAEKC

state*

Slkuio aapeca kopuctyBaua He
nependadae HaAsIBHOCTI
o0miacTi, He0OX1IHO
nepenaBaTv 3Ha4eHHs 'N/a’.
Mo>kIMBI 3HAYEHHS:

'Ha3Ba oOiacTi' a6o 'nfa’.

Oo0macth

area*

Skmio ampeca kopucTyBaya He
nepeabavae HassBHOCTI

Paiion
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popmaT Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

paiioHy, He0OXiHO
nepenaBaTy 3HaYeHHs 'N/a’.
MoITHBI 3HAYCHHS:
'Ha3Ba paiiony' abo 'n/a'.

city*

Ha3Ba HaceneHOro nmyHKTy

street*

SIkmo axpeca KOpUCTyBada He
nepenbavae HaSIBHOCTI THITY
BYJUII (HATIPUKIIAM: BYJIHIIS,
y3BIi3, IPOCTIEKT i T1) Ta ii
Ha3BH, HEOOXIHO MepeiaBaTh
3Ha4YeHHs 'n/a'. MoxJiuBi
3HAYEHHS: 'TUN BYJULI Ta i1
Ha3Ba' abo 'n/a'.

Tun Bynmumi (HAaIpUKITa]: BYJIHI,
y3Bi3, IPOCTIEKT 1 T) Ta ii Ha3Ba

houseNo*

SIkio ajpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
HOMepy OyIWHKY, HEOOXiTHO
nepeaBaTi 3Ha4eHHs N/a’.
Mo>kIuBi 3HAYEHHS:

'HoMep OyauHKY' abo 'n/a’.

Howmep Oynusky (i 32 HAsIBHOCTI
niTepa OyIUHKY Ta/abo HOMEp
KOpITyCy/ONOKY/CeKIIiT)

flatNo*

Skio agpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
HOMEPY KBapTUPHU, HEOOX1THO
nepenaBaTy 3HaYeHHs 'N/a’.
Mo>KInBI 3HAYEHHS:

'HoMep KBapTupH' abo 'n/a’.

Howmep xBapTupu (i 32 HaAIBHOCTI
JiTepa KBapTHUPH)

documents

MacuB TUINIB I0KYMEHTIiB Ta PeKBi3NTH JOKYMEHTIB, 110 MOCBiTYYIOTH 0CO0Yy
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CranpaprusoBaHi HadopH JaHHUX

Eaexrponna ankera (mapamerp dataset)

%%
Koy 3navenns Onuc 1112 | 13|21 |22 |23 |31|32|41|42]|51]61
(popmaT Ta BUMOrH)

type* Mo>k1B1 3HAYEHHS: Tun nokymeHry: . . . . . .
passport passport — nacriopt rpoMaisiHUHA
VYkpainu (3paszka 1994 poky)

fields | MacuB pekBi3HTiB JOKYMEHTY, [0 IIOCBiTYYIOTh 0CO0Y . . . . . |

series* MoxHiBi 3HaUCHHS: Cepist TOKyMeHTa . . . . = |
'NN', ne N — Mmoxe MaTu
TUIBKH JIITEPH .

number* MokuBi 3HaYEHHS: Homep noxymenra - . - - . -
XXXXXX, ne X — moxe
MaTH TUTbKH ITU(PPOBE

3HAYCHHSL

issue* Opras, 1110 BUIaB TOKYMEHT . . . .
datelssue* dd.mm.yyyy Jlara Bumavi JOKyMeHTY . . s | =
issueCountrylso2 Moskiusi 3Hauenns: 'UA'/ Kpaina Buaui jokymenra . . = |

'UKR' abo iHmwii JlitepHAit
KOJ| KpaiHU 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).

type* MoO3KJIUBI 3HAYEHHS: Tun nokymeHry: . . . . . .
IDcard IDcard — macnopt rpomMajssHUHA
Vkpainu (ID-kapTka)

fields | MacuB pekBi3HTiB JOKYMEHTY, [0 IIOCBITYYIOTH 0CO0Y . . . . . | .

number* Mo>kJI1BI 3HAYECHHS: ‘ Howmep noxymenra ] ] . . = |-
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX
(mapametp dataset)

Ko Suatenns ** Onuc 11|12 |13 |21 |22 |23 |31 |32 |41|42|51 |61|71
(popmaT Ta BUMOrH)
XXXXXXXXX, ne X — Moxe
MAaTH TUTbKH ITU(PPOBE
3HA4YCHHS
issue* Mo>JIMBi 3HAYCHHS: Opras, 1110 BUIaB TOKYMEHT - . ] - ]
XXXX, ne X — MOKE MaTH
TLIBKU LM(POBE 3HAYCHHS
datelssue* dd.mm.yyyy Jlata Bumavi JOKyMEHTY . . s |=s |
dateExpiration* MOXITHBI 3HAUCHHS: Jlarta 3aKkiH4YeHHSI CTPOKY il . . = |
‘dd.mm.yyyy'
recordEDDR* Mo>xHBi 3HAYCHHS: YHiKanbHUH HOMEp 3aIHCy B . . = | .
KXXXXXXX-XXXXX"' — €IMHOMY AepKaBHOMY
Jie X MoKe pUiMaTH JIHIIe nemorpagiqHOMy peecTpi
1uQpoBe 3HAYCHHS
issueCountrylso2 Moskiugi 3Hauenns: 'UA'/ Kpaina Buiaui jokymenra . . = = |
'UKR' abo iHmwii JlitepHAit
KOJ| KpaiHU 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).
type* Mo>xHBi 3HAYCHHS: Tun 1oKyMeHTy: . . . . = |- .
ipassport ipassport — nacropT rpoMaissHIHA
Ykpainu as BUi3ly 3a KOPJOH
fields | MacuB pekBi3uTiB JOKYMEHTY, 110 MOCBITYYIOTH 0CO0Y . . . . = = |
series* Mo>nHBi 3HaYECHHS: Cepist ToKyMeHTa . . . . . . .
‘NN', ne N — moxe matu
TITBKY JITEpHU
number* Mo>nHBi 3HaYEHHS: Homep noxymeHnra . . . . . . .
XXXXXX, ne X — MOXe MaTh
TITBKH IU(POBE 3HAYCHHS.
issue* MoJInBi 3HaUEHHS: Opras, 0 BUIaB TOKYMEHT . . - - -
XXXX, ne X — MOxe MaTu
TUIBKK IM(POBE 3HAYCHHS
datelssue* dd.mm.yyyy [lata Buaadi JOKyMeHTY . . = = |
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX

(mapametp dataset)

Ko Suatenns ** Onuc 11|12 |13 |21 |22 |23 |31 |32 |41|42|51 |61|71
(popmaT Ta BUMOrH)
dateExpiration* Mo>kJIMBi 3HaYCHHS: Jlata 3aKkiH4€HHS CTPOKY Aii . . = = |
'dd.mm.yyyy'
recordEDDR* 3anoBHIOETHCS BIATIOBITHO 10 | YHIKaJbHUI HOMEp 3a1ucy B . . = |- .
BUMOT 3aKOHO/IABCTBA €IMHOMY JIepXKaBHOMY
Ykpainu. neMorpadiduHOMY peecTpi
MoITHBI 3HAYCHHS:
KEXXXXXXX-XXXXX' -
KoZ, Ae X MOXe MpuilMatu
nunie 1udpoBe 3HAUCHHS
issueCountrylso2 Mozxnusi 35auenss: 'UA'/ Kpaina Bumadi mokymeHTa . . . . .
'UKR' abo iHmIwmi#A JiTepHAi
KOJI KpalHH 3a CTaHapTOM
ISO_3166-1 (alfa-2/alfa-3).
type* Mo>JIHMBI 3HAYECHHSI: Tun 1oKyMeHTy: . ] . . = |- .
ident ident — iHmuit HOKyMeHT, 110
NOoCBiYye 0co0y Ta BIAMOBIAHO 10
3aKOHOZABCTBA Y KpaiHU MOXKe
OyTH BUKOPUCTaHHI Ha TEPUTOPIT
VYkpainu ans ykiaageHHs
MIPaBOYHHIB, B TOMY YHCIII i
HaIlOHAIEHUH MAcTIOPT 1HO3EeMIIS
a00 TOKYMEHT, IO HOTO 3aMiHIOE
fields | MacuB peKBi3UTiB TOKYMEHTY, 110 MOCBITYYIOTH 0CO0Y . . . . = = |
series* MokIT1BI 3HAYEHHS: Cepist qokymeHTa (I1st ocio - ] . ] . . . .
'cepis' abo 'n/a’. HEePEe3NICHTIB 3aII0BHIOETHCA 32
HasBHOCTI cepii B iX JOKyMEHTax).
SKmo 1oKyMeHT ocobu He
nepeoavae HasIBHOCTI cepii
JIOKYMEHTY, HEOOXITHO IepeaBaTh
3HaueHHs 'N/a’
number* Homep noxymenta . . . . = = |
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EnexTponHa ankera

CranpaprusoBaHi HadopH JaHHUX
(mapametp dataset)

3HavyeHns **

Kirou Onuc 11112 13|21 | 22|23 |31 (32|41 |42|51|61|71
(popmaT Ta BUMOrH)
issue* SIKkAM OpPraHOM BHIAHO JOKYMEHT . . = | |
datelssue* dd.mm.yyyy Jlata Buaavi JOKyMEHTY . . s | .

dateExpiration*

SIKII0 JOKYMEHT 0co0u He
nepeadavae HassBHOCTI TaTH
3aKiHYEHHSI CTPOKY i,
HEOOXITHO TIepeIaBaTH
3HaveHHs 'N/a'.

MoITHBI 3HAYCHHS:

‘dd.mm.yyyy' a6o 'n/a’

JlaTa 3aKkiHYeHHS CTPOKY Iii

recordEDDR*

3aIo0BHIOCTHCS BIAMIOBIAHO 10
BHMOT 3aKOHOJaBCTBa
VYkpainu.

Skmo moxyMeHT ocobu He
nepeabadae HaIBHOCTI
YHIKaTBHOTO HOMEPY 3aIHUCy
B €IMHOMY Jiep>KaBHOMY
JneMorpagidHOMy peecTpi,
HEOOXiTHO MepeaaBaTH
3HaueHHs n/a’.

MoIMBi 3HAYEHHS:
KXXXXXXX-XXXXX' —
Koz, Ae X MOxe npuilmaru
mmie nudpoBe 3HaAUYCHHS 200
'n/a’

VYHiKaJbHUI HOMEp 3aI1ucy B
€auHOMY Aep)KaBHOMY
neMorpagpivHOMY peecTpi
(3aIOBHIOETHCS 32 HASIBHOCTI
iH(popMarii y JOKyMEHTaX 0co0n)

issueCountrylso?2

MooxiuBi 3nauenns: 'UA'/
'UKR' abo iHmmii JitepHuit
KOJI KpaiHM 3a CTaHJapTOM
ISO_3166-1 (alfa-2/alfa-3).

Kpaina Buiadi qoxymenra

* — 000B’A3KOBI KJIFOU1 JIJIsl 3aIOBHEHHSI AOOHEHTOM-11eHTH(IKATOPOM.

**

— BC1 3HA4YEHHS KIFOYIB MAlOTh CHMBOJILHUHN THII.
*** _ y Cuctemi BankID HBY ckopouenns 'n/a' BUKOPHUCTOBYETHCS B 3HAUEHHI HE 3aCTOCOBYEThCs (aHTJI. not applicable).
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JlomaTok 2

1o Cnerudikariii B3aemo1ii aDOHEHTCHKOTO
By3J1a 3 IIEHTpabHUM By310M Cuctemu BankID
HarmionansHoro 6anky Ykpainu

Onuc 1aHuX cCTaHAAPTH30BAHUX HAOopiB (dataset)

3 Meroro i1HGOPMYBaHHS KOPHUCTyBaua MpO MEpENiK JaHuX, sKi OyayTh
nepenani AGOHEHTY-HajaBayy nociyr/AOOHEHT-HaJaBady MOCIYT 31 CHelialbHIUM
cTtaTycoM AOOHEHT-1IeHTU(]IKATOp MICIS OTPUMaHHS B €JIEKTPOHHOMY 3aIlvTi Ha
inenTudikaiito (1m.2.2.1) HoOMepy CTaHIaPTU30BAHOI'O HA0OPY JTaHUX BUKOPUCTOBYE
1H(}OopMaIrito, o HaBeJAeHa Y TaOJIHIIL:

Howmep
CTaHIaPTU30BAHOTO Indopmaris s kopuctyBada
Ha0Opy JaHUX

11

[IB,

Jlani o0 Miciis nepeOyBaHHs a00 MPOKUBAHHS
[IB,

Jani igeaTudikaitHoro T0KyMeHTy
[IB,

PHOKIIII

ITIB,

JlaHi moao micig nepedyBaHHs a00 MPOKUBAHHS
Homep koHTakTHOTO TENneony,
AJnipeca eJeKTPOHHOT TOIITH

[IB,

Jani ineHTrdIKaIifHOr0 T0KYMEHTY,
Howmep xonTakTHOTO Tenedony,
AJlpeca eneKTPOHHOI MOIITH

I1IB,

PHOKIIII,

Homep koHTakTHOTO TENneony,
AJipeca eJIeKTPOHHOT OIITH

IIB,

31 PHOKIIII,

Jani i1eHTH}IKaIHHOTO TOKYMEHTY
[IB,

PHOKIIII,

32 JlaTa HApOKEHHSI,

I'pomansHCTBO,

Cratp

12

13

21

22

23
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115,

PHOKIIII,

41 Jani ineHTudIKaitHoro T0KyMeHTY,

Howmep xoHTakTHOTO Tenedony,

AJipeca eJIeKTPOHHOI MTOIITH

115,

PHOKIIII,

JlaTa HapoKEeHHS,

42 I'pomansiHCTBO,

Cratp,

Homep koHTakTHOTO TENeony,

AJlpeca eIeKTPOHHOI ITOITH

I1IB,

PHOKIIII,

JlaH1 moao Micis nepedyBaHHs a00 MPOKUBAHHS,
51 JlaHi i1eHTHdIKaIIHHOTO TOKYMEHTY,

JlaTa HapoKEHHS,

I'pomagsucTBO,

Cratb

115,

PHOKIIII,

JlaHi moao Micis nepedyBaHHs a00 MPOKUBAHHS,
Jan1 i1eHTU(1KaiiHOro T0KYMEHTY,

61 JlaTa HapOKEHHSI,

I'pomansHCTBO,

Cratp,

Homep koHTakTHOTO TENneoHy,

AJlpeca eIeKTPOHHOI MTOIITH

115,

PHOKIIII,

Hani o0 Micts nepeOyBaHHs a00 MPOKUBAHHS,
Jani ineaTudikaitHoro 10KyMeHTy,

Jlata HapoKEHHS,

I'pomansucTBO,

Cratp,

Homep koHTakTHOTO TENneony,

AJnipeca eIeKTpOHHOI MOIITH,

CormianpHu# cTatyc, B T.4. Miciie poOOTH Ta rmocaja
[adopmariist mpo myOI4HO BiJIOMY 0COOY, 3aCTOCYBaHHS
CAHKIIIH Ta IH.

71

[Ipuknan BimoOpakeHHS Ha3BM AOOHEHTCHKOTO By3Ja Ta HalMEHyBaHHS
AbGoHeHTa-HaiaBaya nmociyr/AGOHEeHTa-Ha/iaBaya MoCIyT 31 CIeUiaIbHUM CTaTyCcOM



53

Bil SKOro OyJ0 1HIMIMOBAHO 3alUT Ta TEKCTy 3 iH(dopmarieo mo 11 HOMEpY
CTaHIapTU30BaHOTO HAOOPY JaHHX:

byzae nepenano HaCTyIHI JaHI:

[1Ib,

Jani moa0 Micis nepeOyBaHHs a00 MPOKUBAHHS

710: Ha3Ba AOGOHEHTCHKOTO BY3J1a, Ha3Ba AOOHEHTa-HajaBaya rnociayr/AOOHeHTa-
HaJiaBaya Mocyiyr 31 CreliaIbHUM CTaTyCOM.
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JlomaTok 3

1o Cnerudikartii B3aeMo1ii aDOHEHTCHKOTO
By3J1a 3 IIEHTpabHUM By310M Cuctemu BankID
HamionanpHoro 6anky Ykpainu

InenTudikaropu noxii

Inentudikarop
monii

BinnpaBHuk Ta OTpuMyBay

Onuc noii
3aIuTy

GET1

3amut AOOHEHTa-HalaBaya Imociyr 0
LentpansHoro By3na merogom GET na
OTPUMAaHHS KOJIy aBTOpH3aIlil
(authorization_code) (nepuiuii erar)
m2.1.1

AOGOHEeHT-Ha/1aBay Mociyr -->
I{eHTpansHUM By30I1

GET4

3amut 70 a0OHEHTCHKOTO

By3Ja AOoHeHTa-ineHTudikaTopa
metosioM GET 1 oTpumaHHS KOy

aBTopwu3aiii (authorization_code)

(mepmumii eram) n.2.2.1

enTpanbHuii By30J1 -->
AGoHeHT-11eHTuiKaTop

GET6

[Tepeanpecarttis KopucTyBaya y pasi iforo
ycmimHoi 0arato(akTopHOi
aBTeHTHU(iKaLii AOOHEHTOM-
IIEHTU(PIKaTOPOM 3 a0OHEHTCHKOIO
By31a 70 llentpanpHoro By3na n.2.1.1

AGoHeHT-iieHTHiKaTOp-->
[lenTpasibHUM BY30J1

POST8

3anut LlenTpansHOro By3na 10
a0OHEHTCHKOTO By3/1a AGOHEHTa-
1IeHTU(IKaTOpa HA OTPUMAHHSA KOAY
noctyny (access_token) metomom POST
(mpyrwuii eran) n.2.2.2

[enTpanbHuii By30J1 -->
AGoHeHT-11eHTuiKaTop

ResponsPOST8

AGoHeHT-i1eHTHdikaTop--> Binnosine AGoHeHTa-i1eHTH(]iKaTopa Ha
I{enTpansHuil By3071 POST81m.2.2.2

GET10

V pasi ycniniHoi 6araropakTopHoi
aBTeHTH(iKalli KoprcTyBaua AGOHEHTOM-
inenTudikatopom, LlenTpanbuuil By3on
BHKOHYE€ TIepeaipecalliro 3armmuTy
KOpHCTYyBaya 710 aDOHEHTCHKOTO By3J1a
AOoHeHTa-HaaBayva Mmocayr i3 KOJIOM
aBTopwm3ailii (authorization_code) na
3apeectpoBanuii mapametp callback _url
n.2.1.1

[{enTpansHuil By30:1 -->
AOGOHEHT-Ha/1aBay MOCIyT

POST11

3anut AOOHEHTa-HaaBava mociIyr 0
IlenTpansHOro By3/1a Ha

OTPUMAHHS KOJY JOCTYIY
(access_token) metogom POST (apyrwuii
eran) m.2.1.2

AOOHEHT-Ha1aBay MOCTYT -->
[lenTpanbHUM BY30J1
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enTpanbHuii By3041 -->

BiamoBiap neHTpanpHOTO By3ja Ha

ResponsPOST11 AOOHEHT-HaIaBayd MOCIyT POST11 m.2.1.2
3anuT Ha 1aHi BiJg aDOHEHTCHKOTO BY3JIa
- -->
POST13 A6OI§§§TH§§$3‘; HBO(;;J};F AOoHEHTa-Ha/1aBaya mociyr J10
p Y IlenTpasnibHoro By3na 1.2.3.1
. 3amut Ha gaHi Bif LleHTpanbHOTO By3ia
->
POST15 Lentp AlIbHHIH By30.1 110 aDOHEHTCHKOTO By31a AOOHEHTa-
AOoHeHT-11eHTHhIKATOP g .
inenTudikaropa 1n.2.3.2
AOGoHeHT-11eHTHiKaTOP--> Biamosine AGoHeHTa-ineHTH(diIKaTOpa Ha
ResponsPOSTLS IleHTpanpHuil By3051 POST151n.2.3.2
ResponsPOST13 [enTpanbHuii By3041 --> Biamosiae LlenTpansHoro Bysna Ha

AOOHEHT-HaaBay MoCIyr

POST13m.2.3.1
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EjiekTpoHHUII 3BIT )KypHAJIY ayaAUTy

Jlomatox 4

1o Cnerudikartii B3aemMo/1ii aOD0OHEHTCHKOTO
By3J1a 3 IIEHTpaTbHUM By310M Cuctemu BankID
HarmionansHoro 6anky Ykpainu

AOOHEHTCHKOr0 By3J1a AOoHeHTa-ineHTHiKaTOpa (A-I)

Hazga HaszBa | Imentudikarop | GET4 3anur POST8 POST15 [Homep
By37a By3Ja cecii sidBi Ha 3aIUT Ha A-I ne A-I ne 3amutT  [Habopy
A-HII, A-, imeHTHdiKaIio KOZI 3anoenioe | 3anoemioe Ha JaHi  |ma"Hux
JOCTYITy
B no
A-l
1 2 3 4 5 6 7 8 9
Yac Yac Yac
Kon EIlI
sidBi JOCTYILY ycminae/
HEyCIIiIIHEe

AOOHEHTCHKOI0 By3J/i1a a00HEeHTA-HAaBa4ya MmocJayr/A0OHeHTa—HaaBa4a
nmocJjyr 3i cneniagbuuMm crarycom (A-HIT)

Hasea | Hasma | Imentudixarop GET1 3anur GET10 POST11 | POST13 [Homep
By3Ja BY3I1a cecii state Ha A-HII ne 3aMuT BiX 3aIUT 3anuT Ha  [Habopy)|
A-HII, A-, ineHTudikamio | sanosnioe B no Ha KOJI nani ITaHuX
AHII 3 JIOCTYyILY
KOJIOM o 1IB
aBTOpH3aMii
11B
1 2 3 4 5 6 7 8 9
Yac Yac Yac Yac
state Kon Kon EIII
aBTropH3alii | moctymy | ycmimse/
HEyCIIiIIHEe
HenTpanasHoro By3.a (LIB)
Hazra HasBa | Imenrucdikatopu GET 3anur POST GET 3amur | 3amut 3amur  [Homep
BYy371a BY3J1a cecii: Ha 3aMUT Big LIB A-HIT Ha Ma”i  [Habopy
A-HII, A-], e IIB sidBi ineHTHdIKaIi0 | Ha KOA 10 AHIT oo 1IB TaHUX
e AHII state JOCTYITy 3 KOJIOM Ha KOZ
memberIDjmemberID 1B aBTopu3arlii | gocrymy
1o A-1 11B
1 2 3 4 5 6 7 8 9




57

sidBi Yac Yac Yac Yac Yac

state Kon Kon Kon ETII
noctymy | aBropusartii | moctymy | ycmimse/
HEYCITIIIHEe




